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1 Introduction

1.1 Objective of the User Guide

The objective of this User Guide is to provide step by step instruction to Authorised Firms
(Ayouodo) on t he Q@nkneFoons andih gartidularSthe doowing processes:

accessing and logging on to Online Forms;
navigating within Online Forms;

data entry;

reviewing, printing, saving a form;
submission of a form to the DFSA

E R ]

The User Guide also contains a series of short video guide at the end of each section. By

clicking on this icon, a web page will open showing you a video presentation of the steps
covered.

1.2 About Online Forms

You may access the DFSA ePortal and use the Online Forms solely to enable the preparation
and submission of information and/or data to meet your obligations under the DFSA Rulebook
or any other Applicable Laws from time to time. To this end, you may:

access, retrieve, display (on an electronic screen) and enter information and data into Online
Forms and other Content as generated by the Facility;

print copies of the Content; and

temporarily store the Content in electronic form by automatic page caching.

1.3 Security
Online Forms is accessed via an O0SSL VPN©OG.
6SSL6 (Secure Socket Layer) is a protocol for ma

on the internet.

OVPNO6 (Virtual efRablesvRtraffic toNteavelvsecuiely over the internet by
encrypting all traffic from one network (your computer) to another (Online Forms). A VPN uses
"tunneling” to encrypt all information that is sent from your computer.

As such your connection to the Online Forms will be via a secure and encrypted channel (SSL
VPN), allowing for a secure and safe means of sending your information.

1.3.1 Security

I f you have forgotten your password or need to r
Password?d6 |link on the | ogin page:

Page 3 of 26



Dubai Financial Services Authority

DFSA ePortal User Guide v2.docx

Y5

Welcome to

DFSA Electronic Prudential Reporting System

username | Please read the Terms of Use before signing in. You shall be deemed to have read and accepted the Terms of Use when you sign in.

Password

Technical Notes and EPRS User Guide
DFSA has produced a set of Technical Notes that detail the minimum technical specification users will need in order to access and use EPRS.
Click here to view the Technical Notes Guide

1 agree to the Terms of Use and Sign In

In addition, a full User Guide for EPRS has been produced. The guide uses screen shots to provide step by step guidance on the end to end process of submitting Prudential returns via EPRS.

On selecting t he inkkheuse will be Rles te theofirstoste@whére
they are requested to enter their username / firm ID:

@ hetps://reset dfsa.ae PasswordResetServer Mdertifyas 0 ~ @ G || (8) Password Reset Server
File Edit View Favorltes Teols Help

B

Step 1 of 3 : Please enter your username (Firm Number) to reset your password

Domain

Username *

FOOOOC|

 Cancel ™ Continue

w00% -

On selecting 6Continued6 an email
individuals which will be required to completed step 3:

1 Senior Executive Officer (SEO) for Authorised Firms

1 MLRO for DNFBPs

1 MLRO for Registered Auditors
1 MLRO for AMIs
1
En

, wi t h

Principal Representatives for Representative Offices

ter the O6Pincoded when requested:
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G (B hetpes:/reser. dfsaae PassworaReserierver Confiermidenity. 0 ~ @ & (8] Paspword Reset Server x

File Edit Weew Favortes Took Hep

5

Step 2 of 3: Enter Pincode

1ot

An email has been sent to the primary email account (SEQ) registered with the DFSA Please enter the pincode found in the email.

Pincode

00N -

4. On selecting continue, you will now be requested to enter a new password:

- o b
a (B) hetpr.reser dbn ae Passwordhesetterer ResetPasnward s 3 = B & | (B) Password Reset Server *
File Edit ‘“eew Favontes Took Help

B

Step 3 of 2 : Please enter your new password

@ Your identity has been confirmed!

EAS.LOCAL
fO000cT

MNew Password

Confirm Mew Password

Offline Reset?

B|I0% -
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5. Enter your new password and then select ORes:¢

o (E) hetps:// reset.dfs ae PasswordResetServen ResetPassword s O v il G || (1) Paspword Reset Server
File Edit Yiew Favorbes Tock Hep

B A

Step 3 of 3 : Please enter your new password

=
@ Your identity has been confirmed!

EAS.LOCAL

Mew Password

EEREREREERE RS

Confirm New Password

LA L LU L L L bl -

Qffline Resef?

) Reset Password

HW0% -

6. Finally select 6Loginé to return to the main
your new password

e @ https://reset.dfsa.ae/PasswordResetServer/ResetPassword.a: O ~ @ C @ Password Reset Server X ’ﬂu-b Pt
File Edit View Favorites Tools Help
{:_3 li% Sky News, First for Breakin... E Breaking Mews, UAE, GCC... E Middle East Business Mew... m Latest and breaking news ... 247 Breaking News, UAE, GCC...

B

’@ Password Reset Succeeded ‘

EAS.LOCAL
f0000c7

®100% -
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Welcome to the

DFSA ePortal

Username I:I Please read the Terms of Use here before signing in. You shall be deemed to have
read and accept the Terms of Use when you sign in.
Password [ |

Technical Notes and the DFSA ePortal User Guide

| VR =T e G D 23 1 DFSA has produced a set of Technical Motes that detail the minimum technical

specification users will need in order to access and use the DFSA ePortal.
Click here to view the Technical Notes Guide

In addition, a full User Guide for the DFSA ePortal has been produced. The guide
uses screen shots to provide step by step guidance on the end to end process of
submitting your returns via the DFSA ePortal.

Please click here to view the User Guide

NOTE: Although the video guide and screenshots are related to EPRS, the link and
steps are identical when initiating the process

Page 7 of 26


http://www.dfsa.ae/Documents/EPRS/EPRS-2017-Guide/Password-Reset.gif

Dubai Financial Services Authority DFSA ePortal User Guide v2.docx

1.4 Overview of Online Forms Submission Process

The key steps in the submission process are best summarised in the following flow diagram.

Review Submission to
DFSA

Data Entry Validation

1.4.1 DataEntry

Once you have logged on to Online Forms you will be presented with the forms that are
specific to your category of firm and the Financial Services activities conducted.

The forms are presented in a forms list that you work through.

You simply work through the forms that you wish to complete.

1.4.2 Validation

Validations are built within Online Forms to ensure the integrity of data submitted. The
validations can be within, or between different questions and ensures, where appropriate, that
data reconciles. Prior to submission, where any validations fail, the online forms tool will
highlight the questions that need to be revisited.

1.4.3 Review

Whilst completing any form the user will at any point be able to review their progress in an
easy to read format. At this point the user can choose to print, save or just review their
progress on screen. Even after submitting the form to the DFSA users will still be able to go
back and review their submission as a historical record will be kept.

1.4.4 Submission of Returns to the DFSA

The final step in the process is to submit the form to the DFSA. This is done at the end of the

form via the.o6Submitodé button
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2 Getting Started
2.1 Terms of Use

The Terms of Use govern each us @©nlineaFmd. Béfdres Aut ho
using Online Forms each time, you must signify your acceptance of the Terms of Use by

cickik ng on the 061 agree to the Terms of Use and S
webpage. By clicking that button and/or by using Online Forms, you agree to be bound by the

Terms of Use, as amended from time to time. If you do not agree with any part of the Terms

of Use you must not access and use Online Forms.

2.2 Technical Notes

Pl ease ensure you have read the O0Technical Not e
6Technical Notesd document wil/l ensure ytwmu have
allow you to login and successfully use Online Forms.

If you experience problems trying to launch OnlineForms, this may be due to your computer
settings not conforming to the requirements spe

such problems you should contact your IT Support function and ensure your computer settings
conform to the requirements specified in the O0Te

3 Logging On

There are 7 main areas within this section.

1. Open an o6l nternet Exploreré browser session

e

Internet Explorer

2. Inthedl nt ernet Exploreré address bar enter the f

dttps://eportal.dfsa.ae/eportald

o @:ﬁf&pnﬁal.df;a.aﬁep@

File Edit View Favontes Jlools Help

The above URL can be saved to O6Favouriteso for

3. You will now be re-directed to the DFSA E-Portal log in page:
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4,

5.

Welcome to the

DFSA ePortal

Username I:I Please read the Terms of Use here before signing in. You shall be deemed to have
read and accept the Terms of Use when you sign in.
Password [ |

Technical Notes and the DFSA ePortal User Guide

| V20 D TGl <Ly DFSA has produced a set of Technical Notes that detail the minimum technical

specification users will need in order to access and use the DFSA ePortal.
Click here to view the Technical Notes Guide

In addition, a full User Guide for the DFSA ePortal has been produced. The guide
uses screen shots to provide step by step guidance on the end to end process of
submitting your returns via the DFSA ePortal.

Please click here to view the User Guide

Before using Online Forms each time, you must signify your acceptance of the Terms of

Use by clicking on the 06I agree to the Ter ms
and sign in webpage. By clicking that button and/or by using Online Forms you are

signifying your agreement to the Terms of Use, as amended from time to time. If you do

not agree with any part of the Terms of Use, you must not access or use Online Forms.

After reading the Terms of Use enter the dJsernameband dassworddprovided by the
DFSA.

Welcome to the

DFSA ePortal

Username |'DFF'C1 |

PaEEWDr—d |-I-IIIIIIIII‘I‘I‘...| ¢|

| agree to the Terms of Use and Sign In

u are an existing user of EPR

NOTE: I f yo
rddo here that you use to | ogin

6Passwo

Q The 6Usernamed i s NOT case sensitive;

If you cannot remember your username and/or password please contact the Helpdesk
via the Supervised Firm Contact Form.

Page 10 of 26


http://www.dfsa.ae/Documents/DFSA-ePortal/Video/Upload.gif

Dubai Financial Services Authority DFSA ePortal User Guide v2.docx

6. You have now successfully logged on to the DFSA E-Portal and you should see the

following screen. The final step to access Online Formsi s t o c¢ | @rclki men R chremsod

hyperlink once:

- O X
e & hitps://eportal.dfsa.ae/dana’home/index.cgi L-ac (& DFSA ePortal - Home
File Edit View Favorites Tools Help
/D/ \ Terrr=t oy = | e
OFPC1 03:58:47 | oot
Welcome to the DFSA ePortal. You last signed in on Wed, 26-Jul-2017 12:21:20 GST from 195.162.89.100
| Web Bookmarks |
@ Online Forms £
7. The initial Online Forms portal screen will be displayed.
You have now completed the log on process.
— [m] X
e 1%;‘ https://eportal dfsa.ae/portal/,Danalnfo= adgudlg,55L+ index.htm P~ac @ DFSA ePortal - Home Q Form.com
File Edit View Favorites Tools Help
= y__'_;_,, - Q_Search X

B Forms

Annual AML Return »
2017-07-25 - 2018-07-26 + Add New

No responses

4 Change Password

Passwords will expire every 180 days. You will be prompted to change your password when
you next login after 180 days have passed.

Passwords can also be changed on an ad hoc basis. The following steps describe how to
change the password:
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1. Afteryouhave | ogged in (see section 3) you wil!/ be
page:
2. ln order to change your password click on 6Pre
B/-J/ i Logged-in as: P Session
OFPC1 Preferences 03:26:24 Sign Out

Welcome to the DFSA ePortal. You last signed in on Wed, 26-Jul-2017 14:24:31 GST from 83.110.153.27

wbsosmarte | [

Online Forms i

3. Then 6Gener al 06:

Ea -J/ t -in as: Sion
/ Logﬂg:bgd ' m P 0?:553:12

e Home  Preferences Sign Out

P ‘ Preferences

Left Column Right Column

Move Up | |Welcome Move > Move U
\—pl Web Bookmarks ove \—pl
Reset to default

Save changes?

Save Changes

4. On the O0General é page you will be prompted to
password:
E/-J/ t Logged-in as: m P Session
f0000c4 Home  Preferences R Sign Out

P ‘ Preferences

User Home le Advanced

Confirm Password: | | Me Password |
/

5. Once you have entered all the details click n
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E/-—D/i Logged-in as: m P Session
f0000c4 Home  Preferences LS Sign Out
? Preferences
User Home ml Advanced
Change
Old Password: ssssessnsenses
New Password: saee
Confirm Password: |uuonou-u-(¢| | Change Password | >
6. Finally click n 6Homedé, this will take you

o
t henldbi ne applicatiors 6

NOTE: If your firm uses EPRS changing the password here will also change the
Q password for the EPRS login.

5 Using Online Forms

Once you have successfully logged on to Online Forms, you will see the Online Forms portal
that lists all the forms

- m] X
e & nttps://eportal.dfsa.ae/portal/,Danalnfo= adgudl, SSL+indexhtm SO ~ @ ¢ || (2 DFSA ePortal - Home & Form.com x T A ]

File Edit View Favorites Tools Help
E‘L“\;y A Q Search X

Annual AML Return »
f017-07-25 - 2018-07-26 4+ Add New

No responses
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1. Forms Tab / Navigation Pane i will contain all relevant forms that the firm can submit to
the DFSA. Overtime the list of forms may increase / decrease in number depending on
the obligations that need to be met by firms at certain point in the year;
2. Main window i here, depending on the selection made in the navigation pane, the user
will be able to start a new form, or will be able to view all historical submissions;
3. 0 T a si kUses here may be given tasks to complete e.g. the DFSA has requested the
firm to revisit a submission due to an error. All suchtaskswillbel i st ed in the 06Ta

5.1 Selecting and starting a new form

1. Once you have logged on to Online Forms you can click on any form in the forms list that
you wish to complete.

Left-click on aform name and select6 + Add Newd i n twindowr i ght hand

2. 0n selecting 6+ Add Newb6b the form will appear
as normal.

5.2 Navigating within a form

A PURPOSE-BUILT FINANCIAL FREE-ZONE IN DUBAIL, UAE
@ 1. Introduction 2. Senior Management 3. Governance 4. Risk assessments and CDD 5. Reliance & Outsourcing 6. Audit
7. Correspondent Banking 8. Sanctions and Other International Obligations 9. AML Training 10. MLRO notifications 11. Declarations
Annual AML Return
10. MLRO notifications and Suspicious Activity Reports
10-1. Please state the number of internal notifications reported to the MLRO during the relevant period (AML Rule 13.2.2)

10-2. Please state the number of Suspicious Activity Reports reported to the AMLSCU by the Relevant Person during the relevant

period (AML Rule 13.3.1) @

10-3. Did the Relevant Person obtain access to the AMLSCU SAR online service?
O Yes
O No

®
Please click here to review your return / pr @

Page 10 of 11

1. Section / Page Selector i Users can quickly and efficiently navigate between various
sections of the form by clicking on the title of the section
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2. Form i where user will complete the form manually

3. Navigation buttonsi 6 < Backd6 will take the user back one
progress of the form and O6Next >6 will take th
4. Review hyperlink i On all pages the review hyperlink will be available, on selecting this

hyperlink a new window will pop up displaying the full submission so that the user does
not have to navigate through the pages on screen.

NOTE: When any of the navigation buttons are selected the form will automatically
save the users progress

5.3 File uploads

Depending on the question asked or at the end of the form users may be asked to upload a
file

v Please check if you want to upload a file (non electronic signature)

Upload a file

Choose File

1. Sel ect 6Choose Filebo

2. A windows will appear showing the directory of your computer. Navigate to the file you
wish to upload and select 060Openo

(2 Choose Fileto Upload

s
“ v A » ThisPC » Desktop » Test v | O Search Test 2
Organize * Mew folder ~ [ o
# Quick access “ Mame - Date modified Type Size
[ Desktop @h test.docx 23/02/2016 05:29 Microsoft Word D... 18 KB

l’ Downloads
= |T M\dfsalocal\dfs) (V)
== |mran.Mchmed (\\dfsaft.dfsa.local\Home Foli 4 »

File name: |test.docx v| Custom Files (*.gif* xml™bmp; ~

@ Open | Cancel

3. On selecting open the file will be uploaded:
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Upload a file
\ /"
K2 ]
test.docx(17.94 Kb) Download Delete
4., To view the file that was wuploaded click on 6D
5, Tot delete the file that was wuploaded click on

NOTE: The file upload facility will allow the following file type - jpeg, jpg, gif, png,
bmp, MS Word, Excel, PDF, PowerPoint

5.4 Signature

Each form will end with a declaration that requires a signature:

Signature

Clear

Jul 23, 2017
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6. Using a mouse, or any device that allows a user to draw, left click the mouse button and

keep it pressed within the signature pane. As the mouse is being moved a line will be
drawn

Signature

Clear

Jul 23, 2017

7. Sel ecting 6Cleardo will c | eenteratsipnatures i gnat ur e pan

6 Returning to a semi completed form

At any point during the use of Online Forms, the user can save their work logout without
losing their progress.

In order to continue / return to the form to carry on the user will:

1. Login to Online Forms as per O0Section 386 of th
2. Once logged in select the form you would like to continue working on
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- O *
e é https://eportal. dfsa.ae/portal/,Danalnfo=.adgudlqg, 550+ L~-ac :% Form.com
File Edit View Favorites Tools Help
= y_:g_, N Q Search b
TS
Annual AML Return
2017-07-25 - 2018-07-26 + Add New
New Response - 2017-07-26 14:29 &
2017-07-26 14:29 - In Progress
3. The right hand pane wil/ update and under 06+
will appear wProgressd lthesis the farrh thag waé daved but not submitted.
Select this line item:
< Record details Q Search X
Annual AML Return
+ Add New New Response - 2017-07-23 09:48
In Progress
| New Response - 2017-07-... »
2017-07-23 09:48 - In Progress
2017-07-23 09:01
2017-07-23 09:48
Edit Copy Delete Permanently

4. The page will update once more, this time the right hand pane will show you further details
of the o6l n Progressé form. At the bottom of t
a. Editi Selecting this item will allow the user to go back into the form and continue
as normal from their last saved point. This option will only be available while the
form is O0ln Progress6 once the form has be
available.
b. Copy 1 Copy can be used to create another copy of the form, whether the form is
in progress or submitted. This option will copy all the answers over to the copied

form
c. Delete Permanently i deletes the form. Once selected the answers will not be
retrievabl e . This option will only be avail abl e

the form has been submitted this option will not be available.
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Only 6l n Progcassbereeuensd, once a f

Q NOTE: If you delete areturn there will be no ability to retrieve the deleted return.
DFSA the delete option will not be available.

5. Sel ect O6Editoé, on selecting edit the wuser wild/l
continue.

7 Reviewing / Printing a Form

At any point during the use of Online Forms, the user can review their progress without having
to navigate between sections or questions

Every page will have the following hyperlink below the navigation buttons:

Please click here to review your return / progress

Selecting this hyperlink will open a new window and will show you the full submission (all
completed questions).
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{3 éw A THE INDEPENDENT REGULATOR OF ALL FINANCIAL &
/-D/ \ ANCILLARY SERVICES CONDUCTED THROUGH THE DI FC

A PURPOSE-BUILT FINANCIAL FREE-ZONE IN DUBAL UAE

1. Introduction 2. Senior Management 3. Governance 4, Risk assessments and CDD 5. Reliance & Qutsourcing 6. Audit
T. Correspondent Banking 8. Sanctions and Other International Obligations 9. AML Training 10. MLRO notifications. 11. Declarations
Annual AML Return

Convert to PDF

1. Introduction
Notes for completing this Retum:

1. This AML Return must be submitted by every Relevant Person who is required to under Rule 14.5.1 of the AML module of the DFSA Rulebook. The AML Return is required to be
completed annually and submitted by the end of September each year.

2. All answers provided in this AML Return should only be for the period 1st August of last year to 31st July this submission year (the relevant period)
3. You should familiarise yourself with the AML module of the DFSA Rulebock before completing this AML Return
4. All sections must be completed, where appropriate

5. The AML Return includes, where appropriate, relevant AML module Rule references and defined terms. These references and terms should assist in framing the context of your
answer and determining if the question is applicable.

6. Relevant Persons are advised to retain a copy of the completed form and all relevant attachments for their records.

Firm name: Online Forms Test Firm

DFSA Authorised Firm number: OFPC4

Name of individual completing the AML Return Test Name

Email imohmed@dfsa.ae, jcox@dfsa.ae
Group: Firm

Prudential Category: PIB Cat 4

Firm ID OFPC4@eas.local

3. Governance
Money Laundering Reporting Officer (“MLRO”)
Name of MLRO

Name of outsourced provider

An option to convert to PDF is available, however, the look and feel of the form using this
option will be very different.

In order to print the form on the review page select CTRL+P on your keyboard together, you
will then see the print option appear:
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