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STATEMENT OF

CHIEF EXECUTIVE

| am sure you are all as excited as | am about the positive
changes we are seeing now. The UAE’s leadership have
been extremely proactive in managing the impact of

the pandemic, and rolling out its successful nationwide
vaccination campaign which has paved the way for things
to return to normal. Slowly but surely, we are seeing the
return of in-person events and the Dubai International
Financial Centre (DIFC) is certainly getting busier as more
and more firms resume in-office working. How great is it to
complain about traffic leaving the parking garage again, or
the line for lunch at Bateel! At time of writing, the UAE has
recorded its lowest daily number of new Covid-19 cases
and we are all looking forward to the opening of EXPO
2020 which is bound to be a spectacular event.

During 2021 the DIFC has continued to grow. There are
now 527 Authorised Firms within the Centre. Importantly,
we are seeing considerable organic growth in the DIFC as
well as more licences. We have seen several firms upgrade
their licence categories and expand their range of activities
and services in the DIFC. The total assets of the Centre’s
balance sheet are now USD 200 billion. Engaging with our
regulated community is, as always, a top priority and we
have continued to host various outreach events this year. To
read more about our supervisory activity, turn to page 14.

Innovation continues to be a key area of focus for us, as
well as for the Centre as a whole. After spending the past
year looking into the nature, characteristics and market
associated with Crypto Assets, in March, we issued
Consultation Paper 138 on the regulation of Security
Tokens. Our regulatory framework for these tokens will
come into force later in October. The second phase of
this work involves developing a framework for all other
types of Crypto Assets, including Exchange Tokens
(cryptocurrencies), Utility Tokens, and Stored Value Tokens
(aka e-money tokens, Stable coins) that do not meet

the criteria for being Security Tokens. We aim to issue
consultation proposals for this early in 2022.

In June, in coordination with The Central Bank of the UAE
(CBUAE), the Securities and Commodities Authority (SCA),
and the Financial Services Regulatory Authority (FSRA)

of Abu Dhabi Global Market (ADGM) we jointly launched

a four-week public consultation on proposed Guidelines
for Financial Institutions Adopting Enabling Technologies.
The Guidelines set out cross-sectoral principles and best
practices for financial institutions when adopting enabling
technologies for the development or offering of innovative

products and services. This marks a continuation of
cooperation amongst the regulators over the past two years.

In July, we invited local and international firms to apply to
join the next cohort for our Innovation Testing Licence (ITL)
Programme. The ITL is a licensed regulatory sandbox which
enables approved firms to test new and innovative financial
products, services and business models in and from the
DIFC within a restricted regulatory environment.

Cyber risk remains a top priority for the DFSA. The number
of users of our Cyber Threat Intelligence Platform DFSA TIP
continues to grow and we have held two TIP workshops
this year which you can read about on page 8.

Our fight against financial crime saw us take four
enforcement actions so far this year, including our largest
fine imposed upon an individual to date. You can read more
about these actions on page 15. As part of our efforts to
safeguard the public, we have issued six scam-related
alerts via our website this year and encourage consumers
to remain vigilant and cautious of scammers.
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We have continued to build our relationships with our
regulatory counterparts signing an MoU with the Bank of
Italy in April. The DFSA has also continued to participate
actively in the key global standard-setters as well as
participating in several Supervisory Colleges, detailed on
page 15.

As you may be aware, last year | tendered my resignation
to the DFSA Board. F. Christopher Calabia has been
appointed as my replacement and will take up the Chief
Executive position on 1 October. Chris joins the DFSA from
the United States, leaving his senior advisory position at
the Bill and Melinda Gates Foundation to take up the Chief
Executive role. He has a wealth of experience in global
financial regulation, having spent more than twenty years
of his career at the Federal Reserve Bank of New York

in a variety of specialised policy and supervision roles
alongside a number of years on the Secretariat of the Basel
Committee on Banking Supervision.

On that note, this is my final opening statement for the
DFSA in Action. Working with the great people at the

DFSA for the last 13 years has been an experience | have
thoroughly enjoyed. | am proud to have played a role in
building the strong financial ecosystem of the DIFC. | would
like to extend my heartfelt gratitude to His Highness Sheikh
Maktoum bin Mohammed bin Rashid Al Maktoum, Deputy
Ruler of Dubai and President of the DIFC, His Excellency
Essa Kazim, Governor of the DIFC and the DFSA Board for
all of their support and guidance. To the DFSA staff, | offer
my sincere thanks for all of your hard work and effort. It has
been an immense privilege to lead this organisation as Chief
Executive for the past three years. | am extremely proud of
all we have achieved and | look forward to seeing the DFSA,
Dubai and the UAE continue to prosper and grow in the
years to come.

BRYAN STIREWALT,
CHIEF EXECUTIVE
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WELCOME NOTE

As you will see over the coming pages, 2021 has been a
productive year for the DFSA, filled with much progress,
development and many achievements. | look forward to
immersing myself within the DFSA’s culture and activities
as | settle into my new role as Chief Executive, and |
look forward to meeting members of the DIFC’s financial
services community in the coming months.

Dubai and the UAE are renowned for their future focus and
for pushing the boundaries of innovation and possibility.
The DFSA also has a future focus, with an eye on emerging
innovations and their impact on financial services, and the
development of ESG frameworks that will help to future
proof our planet in the face of climate change. These areas
will drive the development of regulatory frameworks that are
relevant to the disruption and advancement we are seeing
and that safeguard the users of these services

and products.

| would like to thank Bryan Stirewalt for his leadership of the
DFSA over the past three years, as well as the DFSA staff
for their hard work and commitment. | am excited to take up
the Chief Executive role and look forward to engaging with
you all over the next few months.

F. CHRISTOPHER CALABIA,
CHIEF EXECUTIVE®

“DFSA Chief Executive as of 1 October 2021.
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2021 DFSA LICENSING
ACTIVITY

The total number of a similar theme last year other time which bodes traction new areas such as
Authorised Firms (AFs) that despite the ongoing well for future activity Money Service Providers
stands at 527 as at 31 pandemic the volumes of and growth levels in the and Venture Capital Fund
October 2021. As the licensing applications have DIFC. As is the case Managers. Our ITL cohorts
following table illustrates, not curtailed in 2020 or most years we have seen continue to increase each
there has been no 2021. Indeed, the volume strong growth in banking, year reflecting this as an
slowdown in authorisation of pre-applicant business wealth management and ever-growing area and one
activity versus the same we have reviewed has brokerage segments of the of real interest.
period in 2020. We noted been higher than at any market. We are also seeing
YEAR TO DATE COMPARISONS
31/10/2020 31/10/2021

No. of AF Applications Accepted 72 84

No. of AF Licences Issued 40 40

No. of AF Withdrawals 38 22

THE VENTURE
CAPITAL FUND
MANAGERS
REGIME

Following creation of the Venture Capital Fund regime at the
end of 2020 we implemented the relevant processes and
informative resources to support this regime. As part of this
process we also participated in a well-attended outreach
session with the Dubai International Financial Centre
Authority (DIFCA) to launch the regime in Q1. Since then

we have licensed a number of new Venture Capital Fund
Managers in accordance with our new service standard

of one week.
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DEAR SEO LETTER ON
NOTIFIABLE EVENTS

After being made aware of
a number of firms carrying
out internal investigations
into separate incidents, we
became concerned at the
late notification of these
events. Consequently, we
formed the view that all
firms should be reminded
of their obligations in terms
of notifying the DFSA of
material events. The DFSA
subsequently issued a
Dear SEOQ letter in April,
reminding Authorised Firms

about their responsibility to
ensure that they notify the
DFSA immediately when
they become aware, or
have reasonable grounds to
believe, a material regulatory
event has occurred or

may be about to occur.
Central to this issue are

the core principles about
relations with regulators /
DFSA. Since publication of
the letter there has been

a noticeable increase in
notifications to the DFSA.

FINALISATION OF THE
SUITABILITY THEMATIC

On 4 March we published
a Dear SEO letter
summarising the findings
of our Thematic Review

of Suitability performed
during 2019 and 2020.
The Dear SEO letter

was accompanied by a
detailed report setting

out the key observations
from the review. We found
compliance with the
DFSA’s suitability regime
was generally weak across
the firms in the sample.
We observed that many
firms did not perform a
suitability assessment at
the time of advice. Some
firms described suitability
processes that fell well
below our expectations, for
instance processes used in
the on-boarding of clients,
which while important and

a useful background, do

not meet the requirements
of a suitability assessment.
Furthermore, we found the
documentation recorded

by firms was often short on
detail or missing completely.
However, when Relationship
Managers were interviewed
they were, almost without
exception, able to provide

a good rationale for the
advice they had given -
albeit this was primarily from
memory rather than any
contemporaneous record.
We also observed that
many firms failed to provide
adequate guidance to staff
on what was required for

a suitability assessment,
rather they simply copied
and pasted the rule
requirements from the DFSA
rulebook.

While the findings showed
generally poor compliance,
we consider that the
improvements required by
firms in this area should be
relatively straight forward.
Having issued the report,
the review team completed
a virtual Outreach session
that was delivered on 29
March 2021 with over 350
attendees. Supervision will
continue to treat suitability
as a priority issue in future,
aiming to ensure best
practice is followed in

the DIFC.

REVIEW
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REPRESENTATIVE OFFICE

SECTORIAL REVIEW

Approximately 10% of the
Authorised Firms in the
DIFC are Representative
Offices. These firms

have limited regulatory
permissions, however it is
important that the DFSA
continues to have regular
engagement with these
firms, and we intend to
include these firms in

at least one regulatory
interaction each year.

In 2019 an outreach

event was held at DFSA
premises to which all the
Representative Offices
were invited. This year the
interaction has taken the
form of a sectorial review.
Due to the limited nature
of activities conducted by
Representative Offices,
the scope of the sectorial
review was restricted to
the risk specific to the
sector. Naturally, this
covered the scope of a

Representative Office
Licence; the Principles for
Representative Offices;
Fitness and Propriety;
Notifications to the
regulator; Conduct aspects
with a particular focus upon
marketing materials; as well
as AML / Financial Crime
obligations.

Using an online survey,
we collated a number of
data points to assess the

environment and inherent
risks in the sector. From
this exercise we completed
virtual visits of a sample

of Representative Offices.
We are working towards
delivery of individual results
to relevant firms as well as
completing the external
communication of our
findings from the thematic
review via an external report
and outreach.

FINANCIAL CRIME RISKS —
DFSA CONDUCTS BROKERAGE
THEMATIC REVIEW

The objective of the
Brokerage Thematic
Review was to examine

the quality of the Anti-
Money Laundering (AML)
compliance frameworks

of DIFC brokerage firms.
The Review was performed
across three specific
tranches of Authorised
Firms: traditional brokers,
CFD brokers and other
Authorised Firms for whom
brokerage is a secondary or
tertiary activity.

THE REVIEW:

¢ Assessed the quality of the AML
Business Risk Assessments (ABRA)
carried out by Authorised Firms;

¢ Determined the extent to which
Authorised Firms based their AML
Compliance Programs on the results of

the ABRA; and

e Tested the linkage between the ABRA
and the quality and effectiveness of
the systems and controls Authorised

Firms had implemented in respect

of Know Your Customer (KYC) and
Customer Due Diligence (CDD)
requirements, including, but not limited

to determinations of AML risk ratings for

clients.

The DFSA reported firm-specific findings to each of the firms involved and are
currently working on the external communication of the wider thematic findings.
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TARGETED FINANCIAL
SANCTIONS THEMATIC REVIEW

In January 2021, the team commenced a Targeted Financial
Sanctions (TFS) Thematic Review. The objective of the

review is to ensure all Relevant Persons complied with the

sanctions measures set out under Cabinet Decision No.
74 issued by the UAE Federal Government on 27 October
2020 and to assess the effectiveness of their controls.

The Thematic Review included a review of the Sanctions

engagement with a representative sample of Responsible
Persons to further test the responses provided.

The DFSA is pleased to note Responsible Persons
conducted regular reviews of their client base to ensure
compliance with sanctions notifications. We are now

working towards providing more feedback will be provided

section of the 2020 Anti-Money Laundering Return,
submitted by all Responsible Persons, and subsequent

by way of a Dear SEO Letter and outreach session.

CYBER RISK REMAINS A KEY

FOCUS AT

The DFSA continues to focus on
increasing cybersecurity awareness,
promoting the sharing of cyber
threat intelligence, and supporting
the continued development of cyber
resilience within firms in the DIFC;
and engaging with external cyber
risk professionals and regulatory
authorities.

DFSA CYBER THREAT
INTELLIGENCE PLATFORM
(TIP)

The DFSA TIP has over 175 registered
members and continues to provide
members with information about an
average of 106 new threats per week,
such as malware, ransomware, and
phishing campaigns. DFSA Authorised
Firms can register for TIP via the
DFSA ePortal and DIFC registered
companies can register for TIP via the
DIFC Authority ePortal.

THE DESA

TIP WORKSHOPS

Two cyber threat intelligence
workshops have been hosted in
2021. The first was attended by 150

participants and was led by HelpAG.

The workshop covered cyber risk
management fundamentals, cyber
incident response case studies,

and threat intelligence. The second
workshop was attended by 236
participants and was led by HSBC’s

Cyber Intelligence and Threat Analysis

(CITA) team. The workshop covered

the cyber threat landscape, some of

the tools and methods to measure
and protect against cyber threats,
the benefits of continuous threat
intelligence sharing, and advanced
initiatives aimed at changing threat
actor behaviour.
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CYBER ROUNDTABLES

This year, the DFSA hosted three
cyber roundtables. Representatives
from 12-15 Authorised Firms
participated in each roundtable. The
discussions included the growing
importance of third-party cyber risk
management, key challenges of
providing a secure remote working
IT environment, cyber resilience, and
questions and comments on the DFSA
Cyber Risk Management Guidelines.

GCC REGULATORS HOST
CYBER RISK SUPERVISORY
COLLEGE

In April, the DFSA in collaboration with
the UAECB and the ADGM FSRA,
hosted the first GCC Regulators
Cyber Risk Supervisory College. The
objective of the college was to discuss
current and upcoming initiatives in
cyber risk supervision, driving cyber
awareness, and building capacity;

key challenges to effective cyber

risk supervision; and opportunities
and ideas for potential collaboration.
Representatives from nine

regulatory authorities participated

in the discussion.

CYBER RISK ASSESSMENTS
This year, the DFSA began conducting
firm-specific cyber risk focused

risk assessments. The purpose of

the assessments was to determine
whether firms have improved their
cyber risk systems and controls
following the 2019/2020 Cyber Risk
Thematic Review; and whether

firms have begun to implement the
guidelines we issued in December
2020. We selected a sample number
of firms across various sectors and
we will select a different group of firms
each year going forward.

INNOVATION

TESTING

GUIDELINES

FOR |
INST

FINANCIAL
TUTIONS

LICENCE (ITL)

This year, 26 companies submitted applications for
the Innovation Testing Licence (ITL) programme.

The business models included account aggregation
services, payment initiation and money transmission
services, stored value, wealth management,
tokenised payment services and crowdfunding,
biometric-enabled payment services, and financial
literacy and planning. Sixteen applicants were
accepted into the programme and are in the process
of having their authorisation applications reviewed.

ADOPTING
ENABLING
TECHNOLOGIES

The DFSA worked with the UAE Central Bank, the UAE
Securities & Commodities Authority, and the ADGM
Financial Services Regulatory Authority to develop joint
Guidelines for Financial Institutions Adopting Enabling
Technologies. The Guidelines identify our regulatory
expectations in regard to the systems and controls firms
should implement when utilising application programming
interfaces (API); big data analytics and artificial intelligence;
biometrics; Cloud Computing; and distributed ledger
technology. The Guidelines can be found here.
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REGTECH LIVE -

DRIVING COMPLIANCE
THROUGH INNOVATION

In June, and as part of
DIFC Innovation Month,
the DFSA held the third
edition of RegTech Live

- Driving Compliance
Through Innovation. The
event provided a summary
of the DFSA’s expectations
and supervisory priorities
in regards to technology,
cyber, suitability, and ML/
TF risk as they pertain

to innovative financial

services product offerings;
an update of the DFSA’s
progress in developing a
crypto assets regime; and
an update on the DFSA’s
innovation policy initiatives.
The event also included
short demonstrations

from seven, third-party
RegTech providers in the
area of cyber risk mitigation,
data analysis, transaction
monitoring, and eKYC.

ENGAGEMENT WITH DIFC
AUTHORITY AND 4TH
INDUSTRIAL REVOLUTION

/||F\ Dubai International
~

|/ Financial Centre

We continued our
engagement with DIFCA
and the Centre for the

4th Industrial Revolution
(C4IR UAE). The C4IR is a

partnership between the
Dubai Future Foundation
and the World Economic
Forum. The purpose of the
engagement is to conduct

proofs of concept and test
pilots for asset tokenisation
use cases. A tokenisation
proof of concept in regard
to Small or Medium-sized

Enterprises (SME) financing
has been completed and
pilot to tokenise a venture
capital fund is underway.
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2021 COVID-19 IMPACT REVIEW

In April, the DFSA completed a mini Thematic Review on the impact of the Covid-19 pandemic on operational risk
management. The review included all Category 1 and Category Authorised Firms and a sample of firms in categories 3, 4,
and PIN, for a total of 51 firms. In general, the results show that the pandemic did not result in material change to DIFC firms’
risk management practices. A vast majority of firms declared that their approach to manage operational risks remained largely
unchanged and they made only minor adjustments. Key observations include the following:

A majority of firms
modified their key risk
indicators and adjusted
risk mitigation strategies
in response to work from
home arrangements.

Most firms noted

efforts to implement
countermeasures to
mitigate the impact of
isolation and lack of social
contact, caused by work
from home arrangements,
on the emotional and
psychological wellbeing of
staff.

Many firms adjusted their
business continuity plans
to accommodate work
from home scenarios;
but only a few firms
recognised the need to
assess the impact of the
pandemic on third party
providers.

Some firms created

a pandemic specific
committee to address
pandemic-related issues
such as unavailability of
key personnel and staff
well-being.

The majority of firms
noted that they were able
to replicate operational
process in the virtual work
environment, without
material changes.

The theme of most cyber-
related attacks shifted to
COVID-19.

DIFC TOTAL ASSETS GROW
TO USD 197 BILLION

While the global macroeconomic environment continued to face challenges during the first
nine months of 2021, firms in the DIFC managed to further grow their business activities.

TOTAL ASSETS BOOKED IN THE DIFC HAVE
GROWN TO USD 197 BILLION (AS OF SEPTEMBER
30, 2021), UP BY 10.4% AS COMPARED TO THE
SAME PERIOD IN THE PREVIOUS YEAR.

Prudential supervision continued to focus on enhanced supervision of higher impact entities,
with particular emphasis on asset quality, liquidity and business continuity risks.
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DIFC BANKS CONTINUE

TO DEMONSTRATE ROBUST
FINANCIAL STANDING

Banks in the DIFC

achieved strong business
growth during the first

three quarters of 2021
despite the heightened

level of uncertainty and

the challenging business
environment. DIFC banks
continued to demonstrate

a robust financial standing.
Banks were able to maintain
and enhance capital and
liquidity buffers, where
applicable, at comfortable
levels to mitigate against
the increased risks, while
appropriately managing their

loans portfolio. The quality
of assets improved as non-
performing loans decreased
considerably since the
beginning of the year.

In 2021, DFSA’s Supervision
team continued to focus its
supervisory efforts to deal
with the increased level of
risks. Credit risk continues to
be a key area of focus along
with liquidity risk and the
adequacy of capital, where
appropriate. While liquidity
risk has generally stabilised,
DFSA Supervision continues

to monitor it closely.
Considerable prudential
supervision attention has
been given to credit risk with
close monitoring of assets
quality and the levels of
non-performing loans and
provisioning.

Supervisory resources
continued to be dynamically
re-deployed as required.
We exercise continuous
monitoring of key

prudential indicators, both
at macro/industry level

and idiosyncratic firm-

specific level particularly for
higher impact banks. The
Supervision team have also
maintained close regular
engagements with the
banks. The team continued
to conduct regular stress
tests, that helped guiding
some of our supervision
actions.

As credit risk is one of the
key prudential risk focus
areas for 2021, the DFSA
launched a thematic review
on ECL provisioning in
March 2021. IFRS9 ECL
provisioning standards lead
1o a variability in provisions
booked between firms, even
if they theoretically hold

the same credit portfolio.
This is due to the fact that
each firm has to develop

its own credit risk model.
The objective of the review
is to compare and contrast
the different approaches
used by Authorised Firms in
governing the ECL process

and to highlight elements
that potentially give rise to
variability in the results.

A sample of 10 Authorised
Firms licensed to provide
credit will be covered under
the review, representing
around 78% of the total
credit portfolio in the DIFC.
A detailed questionnaire was
sent to these firms.

\ \
. \___\

ek AR
\ ' C\

DFSA LAUNCHES THEMATIC
REVIEW ON EXPECTED CREDIT
LOSS (ECL) PROVISIONING
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CHANGES TO CAPTIVE
INSURANCE REGIME

The recent hardening of

the global property and
casualty insurance market
has led to increased interest
in using captive insurance
providers as a corporate
risk management solution.
In response to this trend,
the DFSA made significant
changes to its captive
insurance regime, after
close consultation with

key stakeholders including
existing captive insurers and

managers. In April 2021,
these amendments to the
regulation came into effect.
Key changes were made in
the following areas:

¢ Simplification of capital
requirement

* Redefinition of classes of
captives

e Clarification of third- party
interest

e Reduction of reporting
obligation

The DFSA presented

the changes in the June
webinar hosted by DIFCA.
Combined with the rule
changes, the DFSA
adopted an accelerated
approach to assessing new
licence applications where
we pre-approve certain
supporting documents
provided by authorised
captive managers. These
changes have already
generated positive interest

among regional and
international corporates and
conglomerates and have

led to healthy increase in
new applications for captive
insurance licences. We
expect this trend to continue
over the coming few years.

MIDDLE EAST WEBINAR ON NON-
ASSURANCE SERVICES (NAS) AND
FEE-RELATED REVISIONS TO THE
IESBA CODE

On October, the DFSA,
along with the UAE
Accountants & Auditors
Association (AAA), and

the International Ethics
Standards Board for
Accountants (IESBA) hosted
a Middle East webinar on
non-assurance services

(NAS) and fee-related
revisions to the IESBA Code.
IESBA Deputy Chair Caroline
Lee and Technical Advisor
David G. Clark presented
revisions to the NAS and
fee-related provisions of

the IESBA Code which
significantly strengthen

the guardrails around
auditor independence.
More than 200 professional
accountants from 28
countries attended the
event. In consideration of
the health and safety of all
participants, this event was
held virtually.
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DFSA

COMMENCED
A THEMATIC
REVIEW ON
INTER BANK
OFFERED
RATES (IBOR)
TRANSITION

In November 2020, The
Supervision Division

at the DFSA launched

a Thematic Review on
the transition from the
IBOR to the Alternative
Reference Rates (ARR).
The review assessed
DIFC firms’ preparations
for the transition, and to
highlight key areas where
there is a need for more
preparations and, where
necessary, DFSA support
and guidance.

The results of the review
indicated that most of the
Authorised Firms are well
positioned to deal with the
transition. These include:

e Firms are part of an
international group, as
the preparation for the
transition is driven and
led at a group level;

e Firms have already
initiated the preparations
for the transition and are
on course to move to
ARR by 31 December
2021, or have already
done so; and,

* Firms who are unaffected
by the transition as they
do not offer IBOR-linked
products such as most
Insurance firms.

The DFSA identified a
small number of firms that
offered significant IBOR-
linked products and will
follow up on their transition
efforts.

A Dear SEO letter was also
issued in early September
to all DFSA Authorised
Firms to reinforce the
following expectations:

¢ Reiterate expectations
and highlight the
firms’ obligations and
responsibilities of
ensuring appropriate
transition; and,

e Remind firms to notify
the DFSA if there are
any implementation
hindrances.

THE 12TH
ANNUAL AUDIT
OUTREACH

In February, the DFSA
hosted its 12th Annual
Audit Outreach for
Registered Auditors. The
virtual event featured
detailed presentations
on the DFSA Audit
Monitoring Findings
from 2020 and findings
from the DFSA’s anti-
money laundering
(AML) inspections. A
detailed overview of
Audit Monitoring Focus

for 2021 was also
discussed, highlighting
the priorities for this
year’s inspections. More
than 150 professionals
including managing
partners, Audit Principals,
Money Laundering
Reporting Officers and
the senior audit staff

of Registered Auditors
attended the event,
which is held annually by
the DFSA.

DEFSA HOSTED

A BRIEFING

ON IFRS 9 IN
COLLABORATION
WITH UAE BANKS
FEDERATION
(UBF) AND ICAEW

In March, the DFSA, along
with UAE Banks Federation
(UBF) and the Institute of
Chartered Accountants in
England and Wales (ICAEW)
hosted a special briefing
where a distinguished panel
explored the impact of
CQOVID-19 on reporting and
auditing for Expected Credit
Losses (ECL) under IFRS-
9. Distinguished panellists

covered financial reporting,
auditing and regulatory
perspectives. More than 400
professionals including audit
partners of DFSA Registered
Auditors, ICAEW members,
and members of UBF,
attended the event. For the
safety and wellbeing of all
participants, this event was
hosted virtually.
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SUPERVISORY COLLEGES

Home-host relations are a critical factor in the

effectiveness of authorising and supervising firms in the
DIFC. Supervisory colleges provide a forum to engage in
discussions amongst the regulators and firms’ management
and to enhance regulators’ understanding of governance
and risks. Participation in supervisory colleges is a pillar of

our international engagement.

During 2021, the DFSA Supervision team actively
participated and contributed to key supervisory colleges for
a number of international firms operating in the DIFC:

e January 2021: Supervisory
Core College and Cirisis
Management Group
(CMG) winter meetings for
Standard Chartered Bank
(SCB) arranged virtually
by the UK Prudential
Regulation Authority (PRA)
and the Bank of England
(BoE).

e March 2021: CMG
quarterly call for HSBC
Bank arranged virtually by
the BoE.

e June 2021. Supervisory
college for RGA Insurance
and Zurich Insurance
arranged virtually by the
Missouri Department of
Commerce and Insurance
and FINMA respectively.

e July 2021: Supervisory
Global and Core Colleges
and CMG summer
meetings for SCB arranged
virtually by the UK PRA
and the BoE. Supervisory
College for AIG arranged
virtually by the New York
State Department of
Financial Services

e July 2021: Supervisory
Global, General and
Core Colleges and CMG
summer meetings for
HSBC Bank arranged
virtually by the UK PRA
and the BoE.

e September 2021:
Supervisory college
meetings for UBS and
Credit Suisse arranged
virtually by FINMA.

DFSA ENFORCEMENT
ACTIONS IN 2021

In 2021, the DFSA continued to take enforcement action to
protect the reputation and integrity of the financial services
industry in the DIFC. In taking such action, the DFSA seeks
to credibly deter wrongdoers by demonstrating that the risks
of engaging in misconduct outweigh the rewards, and by
discouraging non-compliant attitudes and behaviours.

The DFSA has taken four enforcement actions this year,
against both firms and individuals. Holding individuals and
firms accountable deters misconduct and promotes public
confidence in the integrity of the financial services industry in
the DIFC. It is also a key factor in the development of efficient
markets. Three examples of enforcement action taken this

year by the DFSA appear below.
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ASHISH BHANDARI
On 8 February 2021 the
DFSA published a Decision
Notice relating to Mr
Ashish Bhandari, a former
relationship manager at a
DFSA Authorised Firm. The
DFSA fined Mr Bhandari
USD 165,000 and restricted
him from performing any
function in connection

with the provision of
financial services in or
from the DIFC. The DFSA’s
enforcement action against
Mr Bhandari was on based
on him being knowingly
involved in breaches of
Anti-Money Laundering
(AML) legislation from 2011
to 2013 and for obstructing
the DFSA in 2017 and 2018.
The DFSA did not make a
finding that Mr Bhandari
had engaged in money
laundering.

FFA PRIVATE BANK
(DUBAI) LIMITED
(FFA)

The DFSA imposed
temporary restrictions on
FFA Private Bank (Dubai)
Limited (FFA) prohibiting it
from receiving, arranging

or executing orders from or
on behalf of specific clients.
The DFSA imposed the
restrictions due to concerns
about the adequacy of

its systems and controls

to identify, assess and
report trading giving rise

to suspicions of market
abuse relating to certain
clients. FFA cooperated
with the DFSA to resolve the
issues, and the restrictions
were lifted on 15 July

2021 as FFA was able to
demonstrate that it has
addressed the weaknesses.

THE ABRAAJ GROUP
In July 2021 the DFSA
fined Former Abraaj CFO,
Mr Ashish Bhrugu Dave
(Mr Dave), USD 1.7 million
for his involvement in
breaches of DIFC legislation
by Abraaj Investment
Management Limited
(AIML) and Abraaj Capital
Limited (ACLD) relating to
carrying out unauthorised
financial services activities,
misleading and deceiving
investors and other
compliance breaches.

The DFSA also prohibited
and restricted Mr Dave
from performing any
function in connection

with the provision of
financial services in or
from the DIFC. Mr Dave
was the Abraaj Group CFO
from September 2008 to
September 2013 and then
again from February 2017
to March 2018. During
both periods, Mr Dave was
authorised by the DFSA to

perform licensed functions
as the Finance Officer and
Licensed Director of Abraaj
Capital Limited (ACLD), a
DFSA Authorised Firm.

The DFSA’s enforcement
action against Mr Dave
was based on him being
knowingly involved in
breaches of DIFC legislation
and the DFSA’s Rules

by Abraaj Investment
Management Limited
(AIML), a Cayman entity not
authorised by the DFSA,
and ACLD.

In particular AIML, carried
out unauthorised financial
services in and from the
DIFC and actively misled
and deceived investors

in Abraaj funds; and
ACLD, failed to maintain
adequate capital resources,
deceived the DFSA about
its compliance with various
legislation and rules, and
was knowingly concerned
in AIMU’s unauthorised
financial services activities.

The DFSA regularly
publishes consumer alerts
on its website alerting the
public about the most recent
scams affecting the DIFC
and investors. The DFSA has
issued six consumer alerts
since 1 January 2021.

In particular, an Arabic
version of a previously
published alert warning
consumers about the
widespread Gulf One

scam was published on 31
August 2021. The scam,
which circulated mainly

in the Kingdom of Saudli
Arabia, was perpetrated

by a fraudulent company
which called itself Gulf

One. Gulf One dishonestly
used the DFSA’'s name and
telephone number, and also
falsely claimed to be located
in DIFC, in order to add
legitimacy to the scam.

The DFSA has assessed 72 complaints to date in 2021.
A number of these complaints led to Consumer Alerts
being issued to the public by the DFSA.
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REGULATORY COLLABORATION
ON INVESTIGATIONS

The DFSA continues to collaborate with both regional and
international regulators on investigations and enforcement
activities. Regionally, the DFSA collaborates with the Emirates
Securities and Commodities Authority, UAE Insurance
Authority, Central Bank of the UAE and the Dubai Police.

Internationally, the DFSA shares information about
investigations and regulatory concerns with other regulators
from Europe, the Americas and Asia, and coordinates
regulatory actions. Furthermore, Enforcement continues to
make a significant contribution to the IOSCO Committee 4
(Enforcement) and Screening Group.

THE DIFC'S
LISTED SUKUK
MARKET
CONTINUES
ITS STRONG
GROWTH

A TOTAL OF 152 DEBT SECURITIES WITH
AN OUTSTANDING VALUE OF USD 104.5
BILLION ARE CURRENT LISTED ON
NASDAQ DUBAI (ND). ATOTAL OF 18
SUKUKAND 22 CONVENTIONAL BONDS
HAVE BEEN LISTED BY THE DFSA IN

THE YEAR TO DATE, VALUED AT USD
11.05 BILLION AND USD 11.2 BILLION,
RESPECTIVELY.

ENCOURAGING

GROWTH OF
LISTING OF
ENVIRONMENTAL,
SOCIAL AND
GOVERNANCE
(ESG) BONDS

The number of listings of
ESG bonds has grown
steadily to USD 11.4
billion' (see chart on next
page), led by multinational
banks, sovereign issuers,
foreign banks and a UAE
corporate issuer. The DFSA
currently provides flexibility
for issuers either to adopt
an ESG framework based
on standards issued by
the International Capital
Markets Association (ICMA)
or to comply with any
mandatory ESG measures
imposed by their home
regulators. The offer
document of an issuer

is required to contain a
summary of the

1 September 2021

issuer’s individual ESG
framework, how and

by whom verification is
conducted, risk factors
that could adversely
impact ESG qualities,
mitigation measures and
appropriate disclaimers.
Given the rapidly evolving
nature of the ESG
taxonomy, classification
and verification processes,
the DFSA will continue to
allow investors themselves
to self-regulate their ESG
framework and impose
necessary monitoring
controls to oversee ESG
compliance as they deem fit
in the meantime.
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SUM OF VALUE USD IN BILLION BY PRODUCT

SUKUK (SUSTAINABILITY-LINKED NOTES)
GREEN SUKUK
GREEEN BOND

BOND (SUSTAINABILITY-LINKED NOTES)

INCREASING DIVERSIFICATION
OF ISSUERS

The diversity of bond and sukuk issuers continue to grow this A demonstration of the diverse range of issuers was the

year. The DFSA received applications from issuers based in offer of USD 500 million Sukuk by the Government of the

the UAE and Asia, as well as from Europe. In October, The Maldives. The number of listings and outstanding capital
Federal Government of the United Arab Emirates (acting continues to grow as well, with the number of new listings in
through the Ministry of Finance) established a Global Medium  excess of the number of listings in the same period last year.
Term Note Programme on 30 September 2021. Listing See the charts below for further details on the listing statistics
approval for the USD 4 billion notes to be issued under the as at end of October 2021, including redemption activity

programme was granted by the DFSA and the securities were upon maturity of securities.
listed on 19 October. The notes are also listed on the Abu
Dhabi Securities Exchange and the London Stock Exchange.

LISTING SIZE BY SECURITY TYPE

Billions

m Sukuk = Conventional
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THE ARRIVAL OF CRYPTO-
BASED FUNDS IN THE DIFC

This year also saw the
arrival of exchange-traded
products with crypto
currency as the core asset.
On 23 June 2021, the
Bitcoin Fund (QBTC) dual-
listed in the DIFC and traded
on NASDAQ Dubai. The
primary listing of The Bitcoin
Fund is on the Toronto

Stock Exchange. This is
the first listing of its kind in

the DIFC and MENA region.

The fund offers investors
an indirect exposure

to Bitcoin by trading its
units within the regulated
exchange environment of
NASDAQ Dubai, as well as
the opportunity for long-

term capital appreciation.
The dual-listing of the Fund
enables investors to transfer
their units from the Toronto
Stock Exchange to NASDAQ
Dubai (and vice versa) as
well as to acquire units
directly on NASDAQ Dubai.
We are noticing a strong
interest in the DIFC’s listing

regime from asset managers
who have already listed

their funds in other markets,
and have been approached
by a number of potential
applicants for secondary
listings on NASDAQ Dubai.
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DFSA REGIME FOR SMALL OR
MEDIUM-SIZED ENTERPRISES (SME)
REGIME IS GAINING TRACTION

Since the introduction of the SME regime, the Listing
Authority has been approached by eight potential
applicants for an SME listing on the NASDAQ Dubai Growth
Market, covering various sectors and jurisdictions, including
the UAE and China. Two firms have also been granted
permission to act as a compliance advisor to SMEs,
assisting them with the process for listing and for at least

three years following listing.

=
£
-
£
£
H
H

AUTHORISED
MARKET
INSTITUTIONS
ACTIVITY

For the first half of 2021, the
trading value for equities
listed on NASDAQ Dubai
was USD 8.66 million, an
increase of 13% from the
second half of 2020. With
respect to trading volume,
NASDAQ Dubai’s trading
volume for the first half

of 2021 was 18.6 million
shares, 60% lower than
NASDAQ Dubai’s trading
volume for the second half
of 2020.

With respect to futures
traded on NASDAQ Dubai,
the trading value for the first
half of 2021 was USD 3.87
million, an increase of 151%
compared to the second
half of 2020. With respect
to trading volume, NASDAQ
Dubai’s trading volume

was 21,630 contracts,

53% lower than NASDAQ

Dubai’s trading volume for
the second half of 2020
mainly due to losing futures
contracts on DFM listed
securities as these futures
contracts were moved to
DFM.

The trading value for the
DME Oman Crude Futures
Contract Summary (OQD),
which is the DME’s physical
delivery contract, was

USD 38 billion, an increase
of 54% compared to the
second half of 2020. The
trading volume for the DME
OQD contract was 599,576
contracts, an increase of 7%
compared to the second half
of 2020. In terms of physical
delivery, 69,546 contracts
(69,546,000 oil barrels)
were delivered which is an
increase of 8% over the
second half of 2020.

THEMATIC
REVIEW OF
FIXED INCOME
SECURITIES
TRANSACTIONS
REPORTING

The DFSA is conducting a
review of the fixed income
market activity and has
requested Authorised Firms
for relevant data. Early
observations of the review
indicate that the activity in
the fixed income securities
market conducted in or
from the DIFC is robust,
with potentially hundreds of
thousands of transactions
that were advised, arranged

or executed by Authorised
firms over a two-year period.
The Thematic Review also
revealed that a significant
number of bonds and
sukuks listed in the DIFC are
traded by Authorised Firms,
with some of those bonds
and sukuks being actively
traded. This indicates a
growing home secondary
market.
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SUSPICIOUS TRANSACTION
AND ORDER REPORTS

Under the DFSA legislation,
Authorised Firms,
Recognised Members

and Authorised Market
Institutions are required to
notify the DFSA immediately
if they suspect market
abuse.

Since January 2017, the
DFSA has received 549
suspicious transaction
and order reports
(STORs) involving over
14,800 transactions and
orders across a variety of
securities, mostly relating

to Contracts for Differences
(CFD’s). The CFD’s for which
reports were received relate
to 152 different underlying
securities originating from 16
jurisdictions.

The DFSA took the

initiative of sharing STOR
information proactively

with other regulators

under the relevant IOSCO
Multilateral Memoranda

of Understanding. Total
number of STORSs referred
and shared with other
regulators is 155. This figure

includes both STORs shared
upon request and in the
absence of a request.

The initial DFSA STOR
process has been
standardised, and reports
can be electronically
submitted through a

portal. Further, the DFSA
continues to upgrade its
process and has published
a STOR guidance to create
more awareness in the
investment community. The
guidance covered topics
such as the STOR legislative

requirements, the DFSA’s
expectations on reporting
obligations, procedures for
detection and reporting,
training, tipping off and
record keeping.

The guidance also included
a DFSA STOR template

to be used by firms when
submitting an online report.
The guidance aims to
increase awareness and
ultimately expand the pool
of firms expected to submit
STORs.

A NEW ASPECT TO OUR

REGULATORY MANDATE -
ENVIRONMENTAL, SOCIAL, AND
GOVERNANCE (ESG)

The UAE, recently signed a Memorandum of Understanding
with the UK to take decisive climate actions. The UAE

was also recently confirmed as the host United Nations
Framework Convention on Climate Change (COP28) in

Abu Dhabi in 2023. We take this opportunity to provide an
update on to the DFSA’s involvement and planned initiatives
in our quest to deliver ESG objectives enshrined in the 17
Sustainable Development Goals of the UN 2030 Agenda for
Sustainable Development and the 2018 Paris Agreement.

Despite extremely challenging circumstances, the Covid-19
pandemic has been a catalyst for more concerted action to
address long-identified global problems, owing also to the
facilitative effect of increased online communications, which
replaced time[1Jconsuming and carbon emission-heavy,
in-person meetings. In addition, with disastrous climatic
events unfortunately plentiful in recent years, the call for
decarbonisation has been sounded all the more loudly.
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DFSA'S ESG ENGAGEMENTS
As described in our Discussion
Paper ‘Championing sustainable
finance in the DIFC’, published last
year in September, the DFSA has
been intensely involved in the work
surrounding ESG matters for over
two years now, with our participation
focused on two fronts: international
and domestic. Specifically, through
our involvement in various regulatory
networks we have been withessing
first-hand the making of the new
concepts and emerging standards
attempting to identify and assess
risks, including physical, legal and
transitional ones. This may affect
balance sheets and activities of
financial institutions such as banks,
insurers and asset managers.

These networks include I0SCO,

the IAIS, the Basel Committee on
Banking Supervision, the Network
for Greening the Financial System
and the UN-sponsored Sustainable
Insurance Forum. In addition, we have
become more sensitive to the risks of
greenwashing and mischaracterisation
of financial products purporting to
deliver ESG benefits when, in reality,
they do not. Last, but not least, we
have studied how the various ESG
disclosure frameworks could be
relevant in the DIFC.

At the same time, much progress
has been made in the UAE where,
alongside other UAE financial
regulators and exchanges, the
DFSA contributed to preparing the

Guiding Principles on Sustainable
Finance in the UAE, which set out
the commitments of all signatories
to prioritising and implementing

the sustainability agenda. The
implementation work continues in
an expanded forum, now with the
Ministry of Finance, the Ministry of
Economy and the Office of Special
Envoy on Climate Change. In the DIFC
and Dubai, much has already been
achieved through the collaborative
efforts and publications of the
Dubai Sustainable Finance Working
Group, and much still remains to be
accomplished.

FUTURE ACTIONS

The DFSA’s involvement in these
various fora has been of great benefit.
It has allowed us to build awareness,
skills and capacity internally, develop
key policy angles and plan for future
initiatives, which we will be unveiling
successively in the coming months
and years in line with our internal
Sustainable Finance Roadmap 2021-
2024. A number of initiatives can be
expected including adaptation of our
supervisory practices and proposals
for regulatory policy change, in
addition to supporting and promoting
sustainability reporting and other
relevant disclosure frameworks.
Lastly, and importantly, following
discussions with our stakeholders on
their comments on the Discussion
Paper and their contributions to

the survey on sustainable finance
completed by a sample of DIFC firms

late last year (forming part of the
UAE-wide survey carried out by all
financial regulators) we will continue to
engage with them regularly on ESG-
related matters. Many stakeholders
feel insufficiently informed and
prepared and lack the necessary
skills to consider and implement

ESG considerations properly in their
business. Others have indicated that
they would welcome an opportunity to
discuss the ESG matters, especially
considering the regional context, in a
wider multilateral forum.

DIFC ESG HUB

The DFSA plans to launch the DIFC
ESG Hub, to serve as a platform for
multilateral dialogue and education on
sustainable finance in the DIFC and
beyond, designed to flesh out matters
of importance to assist with the
implementation of the ESG agenda.
The Hub would operate as a platform
for stakeholders interested in capacity
building, exchange of experience

and knowledge sharing, discussing
questions and challenges related to
ESG matters. Its activities will focus in
areas such as thematic and cross-
cutting events, complemented by
training opportunities, for example, in
partnership with bodies such as the
DIFC Academy or the Toronto Centre.
It would also provide the foundation
for a number of DIFC working groups
focusing on both the ESG agenda
overall and on specific sectoral topics.
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INTERNATIONAL
RELATIONS UPDATE

The DFSA has, from its inception, been an active member
and keen participant in the work of the world’s key financial
standard-setters. Since the pandemic, much of the work
has continued with a number of the committees and
working groups meeting more frequently, although virtually,
than in pre-pandemic days.

On 1 June, His Highness Sheikh Maktoum bin Mohammed
bin Rashid Al Maktoum, Deputy Rule of Dubai and
President of the DIFC, appointed Fadel Al Ali as Chairman
of the DFSA. The DFSA Chairman has since held numerous
in-person and virtual meetings with global Chairs and senior
management of DFSA-regulated banks and firms.

As part of the DFSA’s thought leadership, the DFSA’s Chief
Executive and senior management have also been involved
in numerous speaking events spanning across different
topics including, but not limited to, the Growing Digital Assets
Ecosystems in the UAE and USA, Banking Technology
Summit, Climate finance in the MENA region and Reg Tech
events.

In October, the DFSA joined both local and international
regulators in participating in events held by I0OSCO as part
of the World Investor Week 2021.The aim of the events were
to promote financial literacy amongst investors and help
them make informed investment decisions.

DFSA SIGNS MOU WITH BANK OF ITALY

On 23 March, the DFSA and the Bank of Italy signed a MoU
to facilitate continued cooperation in the area of financial
supervision. This MoU builds on a previous MoU signed in
2013 and updates the framework for effective cooperation
and information exchanged between the two authorities.

DFSA SIGNS MOU WITH ISRAEL REGULATORS
On 2 May, the DFSA and the Israel Securities Authority
(ISA) and the Israel Capital Markets Insurance and Savings

Authority (CMISA) signed an MoU to foster innovation and
technology exchanges between both countries.
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