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WELCOME NOTE

elcome to the 17th edition of the

DFSA in Action. This annual publi-

cation showcases the DFSA’s

activities and achievements over

the past year, and what a year it

has been! The level and scale of
disruption caused by the COVID-19 pandemic has played out in
an unprecedented fashion in 2020, causing significant changes
to the way we live, interact and work. Some of these changes
will have a lasting — and in some cases, even permanent — effect
on our daily lives. Despite the disruption, there have been many
positive changes that will shape the future of the DFSA, the
DIFC and the world of finance in general.

Over the course of this year, our number one priority —
and the reason for our resilience — has been our people. As
the pandemic started to worsen in March, we focused our
immediate attention on the health, safety and well-being of our
team, implementing remote working and split team protocols
to ensure the wellbeing of DFSA staff and their families. We
also fully implemented an Employee Wellness Programme,
which was already in discussion before the pandemic began.
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Thanks to the commitment of our staff and the capability of
our IT systems, the DFSA has functioned as normal, with little
disruption to our everyday activity. In our discussions with
stakeholders over the course of this year, we know that the
firms have followed a similar strategy of protecting people first.

The DFSA now has nearly 170 employees, representing more
than 20 different nationalities. We are able to leverage from
global best practices in regulation and supervision as a result
of this talent pool. | am very proud to say that our largest single
nationality is our growing group of talented UAE Nationals.

UAE Nationals now represent more than 30% of our regulatory
workforce. This is a key priority for the DFSA as we constantly
seek to empower and support young talent. These young
professionals are the resource for sustainable development,
growth and prosperity of the DIFC and the UAE.

The financial and operational resilience of the DIFC community
has been remarkable this year. Since early March and
throughout the pandemic, communication has been key. The
DFSA has been engaging with firms in the Dubai International
Financial Centre (DIFC) to ascertain the impact of the COVID-19
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pandemic on their operations and support them. You can read
about all the measures implemented to support firms on page
4. We held 15 outreach sessions with key stakeholders and
reached out to every authorised firm — more than 500 of them —
to assess their financial and operational resilience and need for
any assistance over the course of the year. The DFSA believes
strongly in fostering the well-being of the DIFC, as a community.

Since the pandemic started, all the major financial sector
standard-setters reacted swiftly and comprehensively in sharing
insights with and providing guidance to their members. As an
active participant in the work of the Basel Committee, IOSCO,
IAIS and the IFSB, the DFSA has responded to a number of
surveys, contributed to discussions and assisted in drafting
reports for the benefit of members, financial institutions and
investors. Our Supervision team has also been involved in regular,
virtual meetings of Supervisory Colleges of some of our most
significant firms. We have made direct contact with key regulatory
counterparts — regulatory chairs from the United Kingdom,
the United States, Europe, Singapore, Hong Kong and China
— sharing approaches and reactions to this unprecedented
phenomenon.

This year, we continued our focus on innovation.
Technological innovation and digital transformation has
accelerated rapidly in 2020, far more rapidly than we envisioned
at this time last year, and we are not nearly done yet. In
January, we launched our Cyber Threat Intelligence Platform
(DFSA TIP). TIP is the region’s first regulator-led cyber threat
intelligence platform and is available to all companies in the
DIFC. Our intention with TIP has been to create and facilitate
an information sharing community — where firms can inform
each other about cyber threats they have encountered. You can
find out more about TIP on page 17. In March, we published
our Innovation Programme Progress Report which detailed our
experience in running our version of a regulatory sandbox — the
DFSA Innovation Testing Licence Programme (ITL). Our 2020
Summer ITL Cohort was our busiest yet, with 16 applications
received. The global shift to remote working as a result of the
pandemic made it evident that past investments in technologies
have paid dividends for traditional financial institutions, and the
lack of legacy infrastructure is paying dividends for new financial
service providers today. The roles of BigTech and FinTech in the
financial sector are bringing new and unexpected opportunities
and challenges to traditional market participants. RegTech
is another area bringing many opportunities to the financial
services sector. In June, the DFSA, together with the DIFC
Authority, hosted our first RegTech Live event. Held via webinar,
the event focused on the emerging trends in the digitalisation of
regulatory compliance — you can read more about the event on
page 8.

We continue to work with the DIFC Authority to foster a
culture of innovation within the Centre, supporting the DIFC
Hive and Accelerator Programs as much as possible. These
programs, as well as our ITL Programme, are important
components in diversifying the ecosystem of the DIFC and the
types of financial services offered. These activities are led and
shaped by the UAE Government’s own ambitious innovation
strategies. His Highness Sheikh Mohammed Bin Rashid Al
Maktoum'’s forward thinking and extraordinary vision is truly
remarkable and drives and inspires innovation throughout the
Emirates.

Another area of focus for us this year has been on
sustainability. In January we signed the UAE’s first Guiding
Principles on Sustainable Finance, alongside a group of
UAE regulators and other stakeholders, collectively showing
our commitment to furthering the United Nations Agenda

for Sustainable Development. We also issued a discussion
paper on sustainable finance in September. The paper aims

to kick-start debate on the most suitable ways to foster the
development of sustainable finance in the DIFC and builds on
recent steps the DFSA has taken within the sustainable finance
sector. This will continue to be an important area of focus for us,
and for many other regulators, in the years to come.

2020 saw the DFSA take five enforcement actions against
both firms and individuals. Taking action to protect the integrity
of financial services, and introducing credible deterrents to
prevent future wrongdoing in the DIFC remains an important
part of the DFSA's mandate. You can read about our
enforcement activity this year in detail on page 18. The DFSA
has witnessed an increase in scams this year. We continue
to publish consumer alerts concerning scams on our website
regularly, and in April, an alert was issued cautioning members
of the public about an increase in scams since the onset of the
COVID-19 pandemic.

Despite the pandemic, there has been no noticeable
slowdown in authorisation activity this year when compared to
the same period last year. The banking and insurance sectors
are showing robust growth, with many considering additions to
staff. The overall number of Authorised Firms increased across
different sectors of the financial service industry, with wealth
management forming the largest number of firms in the Centre.
In addition to our 504 Authorised Firms, the DFSA has oversight
of 105 DNFBPs, 17 Registered Auditors, 58 Recognised
Members, 30 Reporting Entities and two Authorised Market
Institutions. The introduction of our Money Services Regime in
April (page 13) has generated considerable interest from firms
seeking to provide a wide range of mobile payment activities in
the DIFC, and we look forward to seeing growth in this area in
2021.

As | write this statement, there have been significant global
developments in approving Coronavirus vaccines, which will
hopefully pave the way to a return to a new normality. We
have many things to look forward to, not least the UAE’s 50th
Anniversary and the highly anticipated Expo 2021. Moving
forward into the new year, we will continue to play our part in
maintaining stability within our financial centre and emerging
from the pandemic and the changes it has brought as a
stronger community. We must always stay on top of how the
future of finance is changing and how we can lead it. We will
only do this together, which makes us stronger. We will do this
without compromising on our regulatory objectives of protecting
direct and indirect users of financial services; balancing fairness,
transparency and efficiency in the market; maintaining financial
stability; and protecting the reputation of the financial services
industry.

I would like to extend my thanks to our stakeholders for
all their support and the DFSA staff for their adaptability and
resilience this year. We look forward to building upon our
success and relations both locally and internationally next year.

BRYAN STIREWALT,

CHIEF EXECUTIVE
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COVID-19:
THE DFSAS RESPONSE

n 11 March 2020,
the World Health
Organisation
announced that
the COVID-19 outbreak had
become a pandemic. In the
days and weeks leading
up to this, individuals and
businesses were urged to take
the necessary precautions
and adapt their routines and
operations to mitigate the
spread of the virus.

On 8 March 2020, the
DFSA issued a Dear SEO
Letter reminding firms (and
others) of the need to keep
the DFSA informed of any
material impact on their
operations, staff, customers
and financial condition. The
letter further reminded firms
of the need to notify the
DFSA should their Business
Continuity Plans (BCP) be
invoked. Within 11 days of
this letter, 133 Authorised
Firms had notified the DFSA of
BCP invocation.

On 24 March, the DFSA
issued a Dear SEO Letter
outlining our response to
COVID-19 and a further Dear
SEO Letter issued on 9 April
announced that we were
mindful of the challenges of
meeting year-end reporting
deadlines and may allow
flexibility to extend the
deadlines, on a case-by-case
basis.

On 22 April, the DFSA
issued a Dear SEO Letter
setting out regulatory relief

subject to the appropriate request leniency and enabling

rCﬂOeri?#Seni;’OS?;Jtﬁi)ﬁgO ?hgﬁ/ve level of scrutiny and review. the DFSA to process them

would consider reasonable Therefore, new internal effectively. The new form_ was

requests for regulatory relief. procedures were developed uploaded and made available
for leniency requests to on the DFSA ePortal on 22

It was important that ensure these were handled April.

leniency requests made and reviewed appropriately

by Authorised Firms were with robust oversight and By the end of August 2020,

processed in a timely manner.  approval processes. A new the DFSA completed 209

However, the DFSA also online form was developed, requests for regulatory relief.

had to ensure that waivers called the Regulatory Relief

or modification to rules Measures Application form,

provided to firms were also making it easier for firms to

CONDUCT OF BUSINESS
RISKS - WEEKLY CALLS
DURING THE PANDEMIC

On 5 April, the Conduct
Supervision Team embarked on an
outbound call exercise in order to

understand the immediate impact of  and unprecedented time.

the pandemic on Authorised Firms

with a focus on: operational issues;

management; business; clients; IT;

and Capital, Revenue and Liquidity.

Most of the calls were performed
with the Senior Executive Officer of
the Authorised Firm.

This approach enabled the DFSA

to gain up-to-date information
about how firms were dealing
with the effect of the pandemic.
This was real-time information
and any issues arising could be
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escalated quickly if required.
This provided very useful
intelligence at an unpredictable

The DFSA was also able to
update firms on the measures
it was taking and was able to
point firms in the direction of
the various leniency measures
that had been made available.
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2020 AUTHORISATION ACTIVITY

YEAR TO DATE COMPARISONS

@ 31 October 2020 @ 31 October 2019

No. of AF Applications Accepted

No. of AF Licences Issued

No. of AF Withdrawals

The total number of
Authorised Firms (AFs) stands
at 504 as at 31 October
2020. As the following
table illustrates, despite the
pandemic, there has been
no slowdown in authorisation
activity versus the same period
in 2019.

The pandemic-related
support measures that the
DFSA introduced for all firms
have undoubtedly helped to
maintain this momentum. We
have received and approved
a number of requests from
current applicants for “relief”
under the initiative. To date,
these have primarily involved
firms seeking a longer
period to complete the
application process, and/or

a waiver in respect of certain
Authorised Individual residency
requirements. Additionally, the
application fee discount relief
measure (running to the end of
2020) has proved attractive to
potential applicants.

We have now accepted
two applications from firms
seeking to carry out activities
under our new Money Services
regime, and have several
ongoing discussions with
other established market
participants.

We have also accepted
the first application under
our Property Crowdfunding
regime, and are aware of a
number of similar applications
at the business planning stage.

72 65
40 45
38 32

“WHILST THE SUMMER 2020
COHORT OF INNOVATION
TESTING LICENCE
APPLICANTS WAS VERY
SUCCESSFUL, APPLICATIONS
FROM CONVENTIONAL
FIRMS ALSO REMAIN
BUOYANT, DEMONSTRATING
THAT FINTECH - ALTHOUGH
IMPORTANT - IS NOT THE
SOLE DRIVER OF FUTURE
GROWTH IN THE DIFC.”

DEFSA CONDUCTS A
SUITABILITY THEMATIC
REVIEW

In the second half of
2019, we commenced our
Suitability Review. Visits were
conducted to a first cohort
of firms in 2019 and, in the
first quarter of 2020, visits
to a further two cohorts
were completed. For each
of the firms in the sample,
we performed a detailed,
transaction-by-transaction,
review of the suitability

practices employed to
understand firms’ processes
for assessing suitability, to
see how these were applied
in practice and to assess
their effectiveness. We have
reported our firm-specific
findings to each of the firms
involved and are currently
working on the external
communications of the wider
thematic findings.
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SURVEY COMMENCES A THEMATIC
REVIEW ON INVESTMENT
SERVICES TO FOREIGN FUNDS

Towards the end of 2019, advisor, or providing related between DIFC entities and delayed as a consequence
we sent out a survey to services to Foreign Funds. The  Fund Managers, Operators of being unable to carry out
relevant firms commencing survey responses will provide and Funds domiciled in foreign  onsite visits in the current
a thematic review of Asset us with a greater insight of jurisdictions. The results of the  environment.

Managers with a particular group cross-border structures  survey have been collated and
focus on those Firms acting and commonalities, including analysed. However, further
as an investment manager or the nature of delegations scheduled work has been

K
N
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THEMATIC REVIEW ON
CORRESPONDENT BANKING
AND WIRE TRANSFERS IN
THE DIFC

Parallel to the trade finance in the DIFC. The objective as revised in 2018. The findings. The report for the
thematic review, a second of the review was to assess work included a validation 2020 Financial Crime thematic
thematic review was launched  how financial institutions in of the Annual AML Return reviews will be published in
that looked specifically at the DIFC apply the specific submissions, desk-based 2021.

Correspondent Banking measures for correspondent analysis and selected remote
and Wire Transfer activities banking and wire transfers reviews and analysis of the

6 | Vol 17 December 2020
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DESA HOSTS ITS FIRST CYBER THREAT
INTELLIGENCE WEBINAR

In April 2020, as part of
the TIP support programme,
we held our first cyber threat

intelligence workshop webinar.

Ninety-seven attendees
received an hour of training

on what threat intelligence
entails, how to access TIP,
how to consume and use
threat intelligence from the
platform, and how and what
to contribute to the platform.

DFSA PUBLISHES CYBER
THEMATIC REVIEW REPORT

In June 2020, we published

a thematic review report
(The Report) on cyber

risks. The Cyber Thematic
Review (The Review) was
launched in July 2019 with
the objective of identifying
the overall maturity level of
cyber security programmes
of DFSA Authorised Firms.
The Review assessed cyber
risk governance frameworks,
cyber hygiene practices,
and resilience (incident
preparedness) programmes.

The Report summarises the
key findings and observations
together with the DFSA’s
expectations and examples
of best practices of cyber
risk management. It focuses
on cyber risk fundamentals
which are relevant to each
Authorised Firm, regardless of
its size and business model.

The report can be found here.

DEAR SEO
LETTER ISSUED
TO DFSA
AUTHORISED

FIRMS

In March 2020, we issued
a Dear SEO Letter to all
Authorised Firms, Registered
Auditors, DNFBPs, and
Representative Offices
encouraging them to review
their crisis management and
continuity plans. We provided
guidance in regards to

SIXTEEN

In 2020, 16 companies
applied for an Innovation
Testing Licence (ITL). The
business models of the 16
applicants included artificial
intelligence-enabled wealth
management; machine
learning-enabled and
Blockchain-based SME micro

what Firms should do when
reviewing their plans. We also
provided a list of information
a Firm should provide to

the DFSA in the event the
Firm activates its business
continuity plan (BCP).

COMPANES APPLY
TO THE DFSA
INNOVATION
TESTING LICENCE

financing; escrow services;
money transmission, stored
value, payment initiation,
and account information
service providers. To date,
two applicants have been
rewarded ITLs and 14
applicants remain under
review.
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THE DFSAS INNOVATION
PROGRAMME - PROGRESS
REPORT 2020

In March 2020, we
published “Progress Report
2020 - the DFSA’s Innovation
Programme.” The purpose
of the report was to provide
insights into our experience
of running a regulatory
sandbox. Since the inception
of the ITL, the DFSA has met
over 200 innovative financial
services firms interested in
testing innovative financial
technologies. During that time,
the DFSA has learned a great
deal about the specific needs
of firms whose business
models are technology-driven
and about their preparedness
to be regulated. This

heightened understanding
has contributed to the
evolution of our approach

to dealing with such firms
and the development of the
structure and approach of
the ITL. The report offers tips
for companies interested in
applying for an ITL as well
as tips for other regulators in
establishing and operating a
sandbox programme.

The report can be found here.

DFSA AND DIFC HOST JOINT REGTECH
LIVE EVENT

On 2nd and 3rd June 2020,
we hosted “RegTech Live —
Driving Compliance Through
Innovation.” The event was
a joint effort between the
DFSA and the DIFC Authority
(DIFCA). It was held via

webinar for 2.5 hours on
each day. The event focused
on emerging trends in the
digitalisation of regulatory

compliance. Day One focused
on digital onboarding and Day

Two focused on transaction

monitoring and broader
regulatory compliance.

The two days included
presentations and panel
discussions from industry
participants, the DFSA, and
DIFCA, demonstrations from

eight RegTech providers, and
a presentation on the DFSA's
regulatory policy initiatives.
More than 600 participants
registered for the event.

DELOITTE MIDDLE EAST AND
THE DFSA PUBLISH A DIGITAL
CUSTODIAN WHITEPAPER

In May 2020, along with
Deloitte Middle East, we
published “A Market Overview
of Custody for Digital
Assets - Digital Custodian
Whitepaper.” The objective
of the paper was to highlight
the importance of digital asset
custodians and the key role
they play in the future of digital

8| Vol 17 December 2020

asset adoption. The paper
aimed to frame the current
digital custody landscape,
the market solutions currently
available, and the challenges
and uncertainties currently
faced by the industry.

The paper can be found here.


https://www.dfsa.ae/application/files/5115/8434/2990/DFSA_Progress_Report-Final-2-March-2020-7.pdf
https://365343652932-web-server-storage.s3.eu-west-2.amazonaws.com/files/8415/9525/4735/Digital-Custodian-Whitepaper.pdf
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BANKING ASSETS GREW TO A
RECORD OF USD 179 BILLION

Despite the overall global
macroeconomic conditions,
Firms in the DIFC continued
to grow their activities. Total
Assets booked in the DIFC
have grown to USD 179

billion (as of June 30, 2020),
up by 7.2% as compared
to the same period in

the previous year. DIFC
Firms have demonstrated
robust financial and

operational resilience facing
the COVID-19 storm.
Prudential supervision
continues to focus on
enhanced supervision of
higher risk entities, and

early identification and
intervention, ensuring
challenges are addressed
in a proactive and timely
manner.

DIFC BANKS MAINTAIN
A ROBUST FINANCIAL
STANDING

anks in the DIFC

have managed so

far to maintain their

activities at almost
the same pre-COVID levels.
Although the risk environment
became considerably more
challenging, DIFC banks were
able to preserve a robust
financial standing. Banks
managed to maintain and
enhance capital and liquidity
buffers, as applicable, at levels
appropriate to mitigate against
the increased risks.

Starting February 2020,
the DFSA’s Supervision team
shifted their supervisory efforts
to deal with the increased
level of risks.

A key focus was on
liquidity and credit risks,
as well as the adequacy of
capital where appropriate.
Supervisory resources were
re-deployed and measures
were implemented as
required. The frequency of
regulatory reporting was

increased and the nature

of reported information

was revised, particularly for
higher impact banks. The
Supervision team maintained
close regular engagements
with banks in the DIFC. The
team conducted several series
of stress tests under different
macro and idiosyncratic
scenarios. These exercises
were decisive in shaping our
supervision actions.

While liquidity risk has
stabilised, it will continue
to be closely observed.
Considerable prudential
supervision attention will
continue to be given to credit
risk with close monitoring of
the levels of non-performing
loans and provisioning.

www.dfsa.ae | DFSA in Action | 9
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GUIDANCE ON

INTERNATIONAL FINANCIAL
REPORTING STANDARD 9

In April 2020, the DFSA
issued jointly with the Central
Bank of the UAE and the
Financial Services Regulatory
Authority of Abu Dhabi Global
Market a guidance for banks
and finance companies in
relation to the application
of International Financial

Reporting Standard 9 (IFRS
9) during the COVID-19. The
guidance provided practical
solutions to manage the
impact of the economic
uncertainty on Expected
Credit Loss, while remaining
compliant with IFRS 9 and
promoting consistency of

approach. The overriding
objective of the guidance
was to ensure that financial
reports are based on up-to-
date estimations of the risks
faced by banks and finance
companies, while recognising
the magnitude of support
measures implemented

by the authorities, and
acknowledging that the
decision-making process
related to IFRS 9 application
will need to be adjusted in the
current environment.

DEAR SEO LETTER ISSUED IN RELATION TO
TRANSITION OF INTER BANK OFFERED RATES

In September 2020,
the DFSA issued a Dear
SEO letter dealing with the
transition away from Inter-
Bank Offered Rates (IBOR)
to Alternative Reference
Rates. As a major structural
change in global financial

markets is now under way,
and in advance of the

end of 2021 deadline, the
DFSA urged Authorised
Firms which are likely to be
affected by the transition to
undertake pre-emptive work
to prepare for this event in

order to avoid a cliff-edge
event. The DFSA also
advised against issuing any
new IBOR-related financial
products or securities where
the continuation of the
benchmark is not certain.

In the coming months the
DFSA is planning to engage
with relevant Authorised
Firms, on an individual basis
and in the context of our
usual supervisory activities,
on the transition progress.

THE FIRST B
SECURES US|
GROSS WRI

espite the
challenging
business
environment
of 2020, reinsurers
and underwriters in the
DIFC booked USD 790
million of gross written
premiums for the first
half of 2020. Although
this was a 5% drop from
H1 of 2019 figure of
USD 835 million, it was
close to the pre-COVID
forecasted level. On
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the intermediation side,
DIFC insurance brokers
continued to post strong
growth in brokerage
activities with USD 598
million brokered premiums
for H1 2020, which was
29% higher than the H1
2019 figure of USD 463
million. On the whole, the
pandemic did not result

in a spike in insurance
claims for the DIFC market,
and the overall solvency
was not significantly

impacted. For the DFSA,
close monitoring of the
operational resilience of
insurers and intermediaries,
in particular their ability

to effect renewal of
reinsurance contracts

in a timely manner and
carry out fair and effective
handling of claims were
the key supervisory focus
throughout 2020. The
DFSA actively shared its
COVID-19 related relief
and measures with the

ALEF OF 2020
D 790 MILLION OF
'TEN PREMIUMS

International Association
of Insurance Supervisors.
With the issue of wider
global protection gap
brought to fore by the
pandemic, the DFSA

will continue to engage
with other regulators,
policymakers and the
industry to consider what
needs to be done to
accelerate recovery and
better prepare for losses
from systemic risks.
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INTERNATIONAL FINANCIAL REPORTING
STANDARD (IFRS) 17 EFFECTIVE DATE
DEFERRED TO JANUARY 2023

In March 2020, the
International Accounting
Standards Board (IASB)
deferred the effective date
of the International Financial
Reporting Standard (IFRS)

DFSA REVIEWS PRUDENTIAL
FRAMEWORK FOR CAPTIVE
INSURERS

The second half of 2019
saw an increase in commercial
insurance rates globally and
regionally, and the trend
continued for 2020. With the

Module as well as the
prudential returns to ensure
the regulatory framework is
consistent with IFRS and will
continue to work closely with
the DIFC insurers.

17 aims to standardise
insurance accounting globally
to improve comparability and
increase transparency. The
DFSA will review its Prudential
— Insurance Business

17 by one year to 1 January
2023. The IASB also decided
to extend the exemption
currently in place for some
insurers regarding the
application of IFRS 9. IFRS

the same time benchmarking
with international best practice
and with other respected
captive jurisdictions.

the prudential framework

for captive insurers, making
cClear distinctions from the
prudential rules applicable to
commercial insurers, while at

rising cost of insurance, we
anticipate that the interest in
captive insurance will also rise.
With this in mind, the DFSA

is in the process of reviewing
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THE DFSAS PARTICIPATION
IN SUPERVISORY COLLEGES

Home-host relations
are a critical factor in the
effectiveness of authorising
and supervising firms in the
DIFC. Supervisory colleges
provide a forum to engage
in discussions amongst
the regulators and firms’
management and to enhance
regulators’ understanding
of governance and risks.
Participation in supervisory
colleges is a pillar of our
international engagement.

During 2020, the DFSA
Supervision team actively
participated and contributed
to key supervisory colleges for
some of the banks operating
in the DIFC:

W January 2020: Supervisory
Core College and Crisis
Management Group

(CMG) winter meetings for
Standard Chartered Bank
(SCB) organised by the

UK Prudential Regulation

Authority (PRA) and the

Bank of England (BoE), and
hosted by China Banking

and Insurance Regulatory
Commission in Beijing, China.
B Between March and June
2020: Supervisory Core
College fortnightly calls
organised by the UK PRA to
share updates and discuss
the response to the COVID-19
pandemic for HSBC Bank and
SCB separately.

W July 2020: Supervisory
College and CMG summer
meetings for HSBC Bank and
SCB arranged virtually by the
UK PRA and the BoE.

B September 2020:
Supervisory College meetings
for Bank of Baroda and Bank
of India arranged virtually by
the Reserve Bank of India.

W September 2020:
Supervisory college meetings
for UBS and Credit Suisse
arranged virtually by FINMA.

www.dfsa.ae | DFSA in Action | 11
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DEFSA RELEASES I'TS AUDIT
MONITORING REPORT FOR
2018-2019

In August 2020, the
DFSA released its Audit
Monitoring Report for 2018-19
summarising the results of the
DFSA’s audit oversight visits
to Registered Auditors (RAS)
of Public Listed Companies,

The Report also includes
guidance to RAs on
considering ways to gather
sufficient appropriate audit
evidence, recognising that the
planned audit approach may
need adjustment for current

Domestic Authorised Firms, circumstances.
Authorised Market Institutions
and Domestic Funds setting
out key issues identified
during 2018 and 2019. The
number of “satisfactory” and
“generally acceptable” files
now stand at 95% which

has increased from 92% as
reported in our last Report
covering 2016 - 2017.

A copy of the Report can be
found here.

Over the last few years,
the DFSA has streamlined
the point of contact for all
regulated entities through the
use of the Supervised Firm
Contact Form (SFCF) and
the DFSA ePortal. In order to
improve the user experience

DFSAS EPORTAL AND
'SUPERVISED FIRM
CONTACT FORM
FOR ITS REGULATED
ENTITIES
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and add more functionality to
this process, the Supervision
Division developed a new
SFCF. The new SFCF has
been relocated from the
DFSA’s website to the DFSA
ePortal.



https://365343652932-web-server-storage.s3.eu-west-2.amazonaws.com/files/6516/0334/1168/DFSA-Audit-Report-2018-19.pdf
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DFSA INTRODUCES A
COMPREHENSIVE MONELY
SERVICES REGIME

27.3045 23.7281 4.0901 n/a n/a

The DFSA expanded its
permitted financial services
activities, in early 2020, by
introducing a comprehensive
Money Services regime. This
regime provides a regulatory
framework for a wide range
of mobile payment activities,
as well as other technology-
enabled payments and
innovative business ideas.
The permitted activities
include Account Information
Services, Payment Initiation
Services, Peer-to-Peer
Payments, Stored Value and
Remittances. We introduced
these activities to meet
demands by providers, many
of whom want to service
those who did not have cost
effective or reliable access to
payment services.

WHAT TYPE OF
FIRMS HAVE WE
SEEN?

Since the DFSA introduced
the Money Services regime
in early 2020, we have had
considerable interest from

firms wanting to establish a
presence in the DIFC and
offer innovative payment
applications to consumers
in the UAE and across the
MENA region. We almost
immediately received
expressions of interest from
over 30 firms and that number
grows on a weekly basis.
The majority of applicants
are established already in
other jurisdictions and come
with experience of providing
services to clients while
meeting the expectations
of regulators. We also have
many firms that have applied
for the DFSA’s Innovation
Testing Licence (ITL), a
licensed sandbox, which
enables [TL holders to test
new and innovative financial
products, services, and
business models, including
many in the payments area.

WHAT NEXT?

The DFSA supports the
benefits these digital payment
applications bring to users,
such as the ability they
have to provide economic
empowerment to many.
However, the benefits new
innovations bring to the
market are not risk-free. As a
regulator we are concerned
that these risks are identified
and adequately addressed
by the providers of these
services. For example, we
believe it is important that
service providers address
increased cyber security
threats and the potential
money laundering risks that
can arise from the use of this
technology.

Further, many mobile
payment applications are
offered by non-banks
deploying new technologies to
offer bank-like products and
services. Many have limited
financial services experience,
and might not have previously
operated in a regulated

environment. Additionally,

the increased use of data in
digital form introduces data
privacy and security issues,
not to mention the increase

in potentially vulnerable
customers who may not be
familiar with the products and
services, which could result in
exploitation and abuse.

The DFSA intends to work
very closely with innovative
payment providers so that
regulation under our Money
Services regime is fit for
purpose and supports
the safe use of innovative
technologies, while we
regulate the developing
market in a way that is
proportionate to the risks
and that fosters innovation.
Financial integrity, consumer
protection and financial
stability remain priorities for us
in this market.
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NEWS

SMALL OR MEDIUM-SIZED
ENTERPRISES (SME) REGIME
INTRODUCED

On 1 April 2020, the DFSA
introduced a listing regime
for Small or Medium-sized
Enterprises (SMEs). The listing
regime enables SMEs to raise
funds through the capital
markets by issuing Shares,
listing on the DFSA Official List
of Securities and admitting
them to trading on an AMI in
the DIFC.

SMEs contribute
significantly towards the
UAE'’s economic growth.
According to the UAE Ministry
of Economy, SMEs are
key engines of the national

economy and are identified
as one of the most important
strategic drivers to support
productive sectors. The

vast majority of companies
operating in the UAE are
SMEs, providing jobs for a
substantial part of the private
sector’s workforce. Despite
this, SMEs have difficulty
accessing funding, giving rise
to a commercial funding gap.
With the listing regime for
SMEs, the DFSA encourages
market participants to develop
financing solutions to bridge
this gap.

“SINCE LAUNCHING, THE
DFSA’S LISTING REGIME
FOR SMES, THEY RECEIVED
SUBSTANTIAL INTEREST
FROM MARKET PARTIES.”

At the time of this
publication, we have received
proposals in respect of five
potential SME IPOs and
listings in total. The SMEs

originate from the UAE, Korea,
China and Hong Kong. We
have also been approached
by a number of potential
compliance advisers to SMEs.

DFSA WELCOMES NEW

BOARD MEMBER
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Sabine Lautenschlager
was welcomed to the DFSA
Board in July 2020. Ms
Lautenschlager brings a
wealth of experience from
the European regulatory
sphere. Ms Lautenschlager
has served as Vice-Chair
of the Supervisory Board
of the Single Supervisory
Mechanism at the European
Central Bank (ECB) from 2014

t0 2019. She also served as
a Member of the Executive
Board and Member of the
Governing Council of the
ECB, the decision-making
body responsible for monetary
policy within the Euro area.
She represented the ECB
on the Basel Committee on
Banking Supervision and
the Financial Stability Board
and was an observer at the

Single Resolution Board.

Ms Lautenschlager holds a
law degree from Rheinische
Friedrich-Wilhelms-
Universitat Bonn and has
extensive experience in
banking supervision, market
infrastructures and payments,
risk management and cyber
resilience.
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THE DIFC'S LISTED SUKUK
MARKET CONTINUES TO
GROW

A total of 127 debt
securities with an outstanding NUMBER OF LISTING TRANSACTIONS

value of USD 87.01 billion

are currently listed on the 30
Official List and admitted to 25
trading on Nasdaq Dubai 20

a

(ND). Listing transactions

outperformed the pace of 15

listing for the same period 10

last year, notwithstanding

the impact of COVID-19 on

capital markets. o —

2012 2013 2014 2015 2016 2017 2018 2019 2020
A total of 19 sukuk and

three conventional bonds ESukuk W Equity Bonds
have been listed by the DFSA
in the year to date, valued at
USD 18.65 billion and USD
1.7 billion respectively.

TOTAL OFFER VALUE
$20

$15

$10
-
g0 — .

2012 2013 2014 2015 2016 2017 2018 2019 2020

Billions

H Sukuk B Equity Bonds

INCREASING
DIVERSIFICATION
OF [SSUERS

With the growth of the debt capital listed on the Issuers from the UAE, List. The DFSA has also
sukuk market, the DFSA Official List of Securities Indonesia and the Kingdom admitted to its Official List of
is also witnessing a more was by sovereign issuers, of Saudi Arabia are the Securities debt transactions
diverse set of issuers, and banks and multi-national largest jurisdictions by from Bahrain this year.
jurisdictions in which issuers organisations. outstanding debt capital
operate. Growth of the total represented on the Official
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FINANCIAL CRIME PREVENTION

ighting financial

crime remains a key

regulatory priority for

the DFSA. The DFSA
understands that our efforts
to combat financial crime
must be carried out under
the AML/CTF framework of
the UAE and in collaboration
with our regulated community
and other government
authorities, domestic and
foreign regulators and law
enforcement agencies,
and corporate registrars,
including the DIFC Registrar of
Companies.

On 30 April 2020, the FATF
published the fourth round
mutual evaluation report of the
UAE. This followed an onsite
assessment visit of the UAE in
July 2019.

The report highlighted a
number of positive statements
about the UAE’s efforts to
combat money laundering and
terrorism financing including:

“In recent years, the

UAE has significantly
strengthened relevant
laws and regulations and
has put in place a range
of committees to improve
national coordination
and cooperation. While
the country needs to
swiftly address a number
of remaining issues, the
elements of an effective
framework to detect and
prevent criminals and
terrorists from misusing
the financial system are
mostly in place. However,
this framework is relatively
new and it has not yet
been able to demonstrate
the expected results.”
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In terms of the DFSA and
the DIFC, there were also a
number of positive statements
including recognition that the
DFSA has:

B developed a detailed
understanding of ML/TF risk
in the areas they supervise,
which extends to the
individual institution level;

W applied a developed
risk-based approach since
2013 and has recently further
developed this to enhance
supervision activity based on
ML/TF risk; and

W applied effective,
proportionate and dissuasive
sanctions against both firms
and individuals.

The DFSA continues to fully
support the UAE’s high-level
strategic efforts to comply with
the FATF Recommendations
and implement the updated
UAE National Strategy for
Combating Money Laundering
and Terrorism Financing
(2020-2022). The National
Strategy outlines a plan
for the UAE to strengthen
further its national AML/

CTF framework in line with
the risks identified in the
National Risk Assessment
of the UAE and in the FATF
Mutual Evaluation report

for the UAE. The National
Strategy also identifies steps
to be undertaken by each
designated authority.

The UAE has also agreed
upon a National Action Plan,
which identifies the various
actions which designated
authorities must complete to
address UAE's strategic goals.
Given the DFSA's ongoing
involverment in the FATF
Mutual Evaluation of the UAE,

the DFSA has considered
relevant findings and taken
appropriate actions to address
these.

The DFSA also continues
to collaborate with other UAE
authorities. In particular, the
DFSA highlights the following
examples:

W The DFSA actively
participates on UAE
AML-related committees
including as a member of the
UAE’s National Committee for
Combating Money Laundering
and the Financing of Terrorism
and lllegal Organisations

and as a member of both

the UAE National Risk
Assessment Sub-Committee
and the Financial Institutions
Supervisors Sub-Committee;

W The DFSA, in conjunction
with other AML supervisory
authorities (The Central Bank
of the UAE, the Emirates
Securities and Commodities
Authority, the UAE Insurance
Authority, the FSRA of ADGM
and the Ministries of Justice
and of Economy) issued Joint
Guidance. The Joint Guidance
is applicable to all Authorised
Firms, DNFBPs and
Registered Auditors in relation
to the treatment of financial
crime risk and obligations

in the context of the current
circumstances caused by
COVID-19. The Guidance
also highlights recent papers
issued by FATF on the various
policy responses to COVID-19
and its paper on digital
identification guidance.

® The DFSA has provided
input to support the UAE’s
efforts to implement the

FATF Recommendations and
guidance on Virtual Assets
(VA) and Virtual Assets Service

FINANCIAL ACTION TASK
FORCE (FATF) MUTUAL
EVALUATION OF THE UAE

Providers (VASPs) at a UAE
level. This follows a guidance
paper issued by FATF in
June 2019 to assist national
authorities as well as the
private sector in developing

a regulatory and supervisory
framework for VA activities
and VASPs and understanding
their obligations. FATF has
also issued a guidance paper
on VA red flags indicators of
ML/TF.

The DFSA encourages all
of its regulated community
to review the National Risk
Assessment and Mutual
Evaluation Report of the UAE,
and any documents issued by
the DFSA and by FATF and
the Wolfsberg Group.



CYBER SECURITY

TIP- THE DFSAS CYBER THREAT
INTELLIGENCE PLATFORM

In January 2020, the
DFSA launched the DFSA
Cyber Threat Intelligence
Platform (TIP). The purpose
of the platform is to facilitate
the sharing of cyber threat
information amongst private
sector companies with the
objective of developing a
sustainable cyber threat
information sharing
community. The DFSA hosts
the platform on the DFSA's
infrastructure and outsources
the management and
enrichment of the platform to
a third-party specialist.

For several years, the DFSA
has been collaborating with
aeCERT (the UAE Computer
Emergency Response Team)
and DESC (Dubai Electronic
Security Centre) to share
cyber threat intelligence. In
early 2019, we met with both
agencies to discuss sharing
intelligence and enhancing
the cyber risk awareness of
institutions in the DIFC and
out of the meeting developed
the idea to build a DIFC-
based platform. We then met
with various stakeholders to
assess the viability of such
a platform and we quickly
came to understand that
the platform was only a tool;
and for TIP to achieve its

-

B

“TIP IS THE REGION’S FIRST REGULATOR-
HOSTED CYBER THREAT INTELLIGENCE
PLATFORM AND IS AVAILABLE TO ALL
COMPANIES (REGULATED AND NON-
REGULATED) OPERATING IN OR FROM

THE DIFC.”

objective it would need a
stable ecosystem of expert
intelligence and resources and
a support programme to build
the cyber threat intelligence
capacity of its members.

The TIP ecosystem of
experts began with the
appointment of a third-party
cybersecurity specialist to
manage and operate the
platform and to enrich the
platform intelligence to ensure
it is useful, actionable, and
up-to-date. We also reached
out to Government Agencies
for support, and entered
into support agreements
with other cyber security
specialists and experts.

The TIP support programme
is about enhancing cyber
awareness, understanding,

and knowledge within DIFC
companies. It’s about helping
companies develop the
tools and skills to effectively
utilise the information they
consume from TIP, and for
them to become proactive in
identifying threats in order to
assist the wider community.
The programme includes
guidance documents,
workshops and trainings,
roundtable discussions,

and the engagement of
independent cybersecurity
experts. In the future, it will
also include market-wide
simulations.

TIP has over 140 registered
members and continues to
alert members to an average
of 160 new threats per week.
At present, membership

includes only DIFC
companies, both financial
and non-financial. However,
cyber risk affects us all and is
not a threat unique to DIFC
companies. TIP is a platform
that presents us all with the
opportunity to come together
as a community to fight and
prevent cybercrimes. It is
only through mutual support
and cooperation that we

can always stay ahead of
fraudsters and safeguard our
infrastructure, our people, our
businesses and our societies.
The DFSA welcomes any
prospects for collaboration,
contribution and to further
enhance the capabilities of
TIP in order to protect our
communities.
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ENFORCEMENT IN ACTION

DFSA TAKES FIVE ENFORCEMENT
ACTIONS IN 2020

n 2020, the DFSA
continued to take
enforcement action to
protect the reputation
and integrity of the financial
services industry in the
DIFC. In taking such action,
the DFSA seeks to deter
wrongdoers by demonstrating
that the risks of engaging in
misconduct outweigh the
rewards;
discouraging non-compliant
attitudes and behaviours.

The DFSA has taken
five enforcement actions
this year, against both
firms and individuals.
Holding individuals and
firms accountable deters
misconduct and promotes
public confidence in the
integrity of the financial
services industry in the DIFC.
It is also a key factor in the
development of efficient
markets.

Three examples of
enforcement actions taken
this year appear below.

MORGAN GASBY
LIMITED AND MR
AJAY ARORA

The DFSA fined Morgan
Gatsby Limited (MGL)
approximately USD 246,000
(approx. AED 900,000), for
breaching DFSA legislation by:

M illegally promoting an
unregulated Foreign Fund;

B making unauthorised
transactions on behalf of

two clients and engaging in
misleading and deceptive
conduct in regard to those
transactions;

B failing to comply with certain
restrictions on business and
dealing with property imposed
by the DFSA in May 2018;

W failing to properly classify

a client, and conduct the
requisite inquiries into a
client’s source of funds and
rationale for entering into
transactions;
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foreign country, which is
associated with a high risk of
money laundering;

W |ed to the firm misleading its
custodian and a bank about
the nature and purpose of
certain transactions, when
AML due diligence enquiries
were made; and,

B demonstrated a
fundamental failure of the firm
to conduct its business with
integrity.

W failing to comply with DFSA
Rules relating to the safe
custody of client assets; and,
W failing to ensure that its
Board of Directors was
provided with accurate
information.

The DFSA fined MGLs

Senior Executive Officer,

Mr Ajay Arora, USD 87,500
(approximately AED 321,000),
prohibited him from holding
office or being an employee
of a regulated DIFC firm, and
restricted him from performing
any functions in connection
with the provision of Financial
Services in or from the

DIFC. Mr Arora executed

the transactions referred to
above for two clients without
their authority, and engaged
in misleading and deceptive
conduct towards those clients
and the DFSA. He was also
knowingly concerned in the
Authorised Firm’s breaches of
DFSA legislation.

ENNESS LIMITED
The DFSA fined

Enness Limited, a DIFC
Representative Office, USD
105,000 (approximately
AED 386,000) for engaging
in unauthorised activity
outside the scope of its
Representative Office DFSA
Licence.

LA TRESORERIE
LTD

The DFSA fined La Tresorerie
Ltd, a DFSA Authorised Firm,
USD 612,790 (approximately
AED 2,250,800), which
included USD 261,154

A Representative Office is
only permitted to carry out a
narrow set of activities in the
DIFC. In this case, Enness
Limited was only permitted
to market mortgage services
offered by its head office
based in the United Kingdom.

The DFSA's investigation
found that, between
November 2017 and January
2019, Enness Limited
arranged mortgages for its
clients and provided mortgage
advice for its clients. Enness
Limited was not authorised to
engage in such activity, and
in doing so acted outside the
scope of its Representative
Office Licence, in breach of
the DFSA’s laws.

(approximately AED 960,000)
for the disgorgement of the
financial benefit the firm
received, plus interest and

a financial penalty of USD
351,636 (AED 1,290,504.12).

The DFSA took the action
against La Tresorerie Ltd due
to multiple, serious breaches
of DFSA legislation, mainly
arising from conducting an
illegal service that provided
physical cash to its clients.
The cash service:

B involved the use of false
invoices and transferring
client money to unregulated
companies outside of the
DIFG;

B involved the transportation
of large amounts of physical
cash from the UAE to a
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FINANCIAL MARKETS
TRIBUNAL AND DIFC COURTS
DECISIONS

The Financial Markets
Tribunal (FMT), a specialist
tribunal created under the
Regulatory Law 2004, has this
year completed reviews of a
number of decisions of the
DFSA that were referred to the
FMT.

In 2019-2020, the FMT
considered references of
eight DFSA decisions. Seven
matters were carried over from
2019 and one new matter was
recently referred to the FMT,
which is still in its early stages.
One matter was withdrawn and
the remaining six were heard
by the FMT in remote hearings
that took place over April and
May 2020. Transcripts of the
proceedings are available on
the FMT section of the DFSA’s
website.

One case concerned an
individual, Dr Mubashir Sheikh,
and the other case involved five
parties, comprising two firms
(Al Masah Capital Limited, a
Cayman registered entity and
Al Masah Capital Management

Limited, a DFSA Authorised
firm) and three individuals
(Shailesh Dash, Nrupaditya
Singhdeo and Don Lim Jung
Chiat).

In all six cases, the FMT
upheld the DFSA's findings of
contraventions and imposed
sanctions including significant

fines and prohibitions restricting

the relevant individuals from
performing functions in
connection with Financial
Services in or from the DIFC.
The FMT also awarded costs
in favour of the DFSA. Copies
of the FMT’s decisions are also
available on the FMT section of
the DFSA’s website.

The FMT’s decision in
another long-running case
was also published in the last
year. In June 2017, the DFSA
decided to take action against
Anna Waterhouse, the former
Head of Compliance for the
DIFC branch of Deutsche
Bank AG. InJuly 2017, Ms
Waterhouse referred the
DFSA’s decision to the FMT

and the case was heard at
various stages over 2018 and
2019. The FMT issued its
final decision on all matters

in August 2019 and Ms
Waterhouse subsequently
applied to the DIFC Courts for
permission to appeal against
the FMT’s decision. The DIFC
Court refused the application
for permission to appeal and
both the FMT’s decision and
the DIFC Courts’ judgment
were published in December
2019.

The DFSA has also been
involved in related proceedings
in which Ms Waterhouse

attempted to use the DIFC
Data Protection legislation

to gain access to personal
data and documents held

by the DFSA. In June 2018,
the DIFC Data Protection
Commissioner decided that
Ms Waterhouse should be
given such access. The DFSA
subsequently commenced
appeal proceedings against
that decision. In August 2020,
the DIFC Courts upheld the
DFSA’s appeal and ordered the
Commissioner’s decision to be
set aside.

SCAMS AND CONSUMER ALERTS

The DFSA regularly publishes
consumer alerts on its website
alerting the public about the
most recent scams affecting the
DIFC and investors. The DFSA
has issued seven consumer
alerts since 1 January 2020.

An Alert was issued on 5
April 2020 warning members
of the public about an increase
in scams since the onset of
the COVID-19 pandemic. An
example of such a scam,
which circulated mainly

in the Kingdom of Saudi
Arabia, was perpetrated by

a fraudulent company which
called itself “Gulf One”. Gulf
One dishonestly used the
DFSA’'s name and legitimate
switchboard number, and also

falsely claimed to be located

in the DIFC, in order to add
legitimacy to the scam. On 22
July 2020, the DFSA published
an Alert concerning this scam.

MORE THAN 80
COMPLAINTS
ASSESSED THIS YEAR

The DFSA has assessed
84 complaints to date in
2020. A number of these
complaints led to Consumer

Alerts being issued by the

DFSA.
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REGULATION

THE DFSAS ENFORCEMENT
APPROACH
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The DFSA considers it
important to be transparent
about how it performs its
regulatory functions. This
article explains in general
terms the DFSA's approach
to Enforcement including
its Enforcement Objectives,
Strategy and Priorities.

Further information on
the DFSA's approach to
Enforcement and penalties
is set out in the DFSA's
Regulatory Policy and Process
(RPP) Sourcebook.

The information in this
article is not intended to
be an exhaustive guide to
how the DFSA exercises its
Enforcement powers and
functions. Rather, it is intended
to supplement other policy and
process information in RPP
and is therefore indicative and

non-binding.

1. ENFORCEMENT
OBJECTIVES

The DFSA's Enforcement
function supports the
achievement of the DFSA’s
objectives set out in Article 8(3)
of the Regulatory Law 2004;
in particular by preventing,
detecting and restraining
conduct that causes or
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may cause damage to the
reputation of the DIFC or the
financial services industry

in the DIFC, and protecting
direct and indirect users and
prospective users of the
financial services industry in
the DIFC.

The general objective of
the DFSA's Enforcement
function is to achieve “credible
deterrence”. That is to ensure
that persons who commit’
or are inclined to commit’
misconduct in or from the
DIFC are deterred from doing
S0 because they perceive that
the chances of getting caught
and the consequences that
follow exceed the benefits of
committing such misconduct.

The specific objectives of the
DFSA's Enforcement function
are to:

1.1 ensure that effective
mechanisms are in place to
detect misconduct, particularly
serious misconduct, in a timely
fashion;

1.2 identify appropriate matters
for investigation;

1.3 conduct investigations
fairly, efficiently and in a timely
fashion;
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1.4 work collaboratively with
other regulatory authorities
in the UAE and other
jurisdictions; and

1.5 take appropriate action
to address misconduct,
which may include imposing
sanctions, and when doing
S0 ensuring that any penalty
is sufficient to deter the
perpetrator and others

from engaging in similar
misconduct.

2. ENFORCEMENT
STRATEGY

Enforcement’s strategy is to
act decisively and swiftly by
taking action which achieves
the following:

2.1 Stopping and fixing.
This includes stopping
misconduct, freezing assets
to provide restitution to those
harmed by the misconduct,
and remediating systems
and controls failings.
Remediation will often be
done in conjunction with the
supervision divisions and
usually involves measures

to assure the DFSA that

the remediation has been
completed and is effective.
Cease and desist orders,
asset freezing and restitution

Womom,
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are intended to limit the harm
to users of DIFC financial
services and, where possible,
compensate them for any
harm caused.

2.2 Punishing and deterring.
This includes imposing
penalties, such as fines or
public censures, to punish
firms and individuals who
engage in misconduct, as

well as to deter others from
committing further or similar
contraventions. In deciding to
impose appropriate sanctions,
the DFSA aims to demonstrate
that the probability of getting
caught and the size of

the penalty outweigh any
potential benefits from the
misconduct. This will have the
added benefit of reassuring
users of DIFC financial
services that misconduct will
be detected and dealt with
appropriately, and reassuring
compliant individuals and
businesses that there is no
competitive advantage in being
non-compliant.

2.3 Protecting and confidence-
building. Where appropriate,
the DFSA will take protective
action to exclude those who
lack fitness and propriety,

often because they have
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demonstrated this by engaging
in misconduct. This may
involve removing or restricting
an individual or firm that

poses an unacceptable risk

to investors, DIFC markets or
the DIFC’s reputation. This

is intended to safeguard the
financial services industry

in the DIFC and its users
against those who have
demonstrated that they do

not meet the DFSA's integrity
and competence standards.

In addition, it will increase the
investing public’s confidence in
using DIFC financial services.

The Financial Markets
Tribunal in a recent decision
expressed the importance
of imposing appropriate
sanctions in the following way:
“Any other course would give
a very damaging message to
the market. It would also be
unfair to all those engaged
in Compliance who often
face challenges and stress
as well as controversy with
their employers precisely
because they work to ensure
that markets are conducted
in accordance with regulatory
requirements.”

3. PRIORITIES

The DFSA strives to use
its Enforcement resources as
efficiently and effectively as
possible. It therefore aligns its
priorities with those matters
that the DFSA has determined
to be the most unacceptable.
These priorities are set out in
the DFSA Business Plan for
2019/2020 available on our
website.

Enforcement focuses its
resources on behaviour and
risks that pose the greatest
threat to the DFSA's objectives.
These are the risks for which
the DFSA has said it has the
least amount of tolerance.
However, Enforcement retains
the discretion to look into
other matters as it considers
appropriate in pursuit of the
DFSA's objectives.

Enforcement’s priorities are
also aligned with those of the
DFSA's supervision divisions;
namely, Supervision and
Markets. If either Supervision
or Markets identifies an
emerging risk or a prevalent
form of misconduct which

needs to be addressed, then
this may result in Enforcement
action.

4. ENFORCEMENT
ACTION

The DFSA seeks to take
enforcement actions that are
robust and have meaningful
consequences for those that
commit breaches, but which
are also fair, appropriate
and proportionate to the
seriousness of the misconduct.

The DFSA’s processes

and procedures are therefore
designed to provide procedural
fairness, and demonstrate that
the DFSA exercises its powers
in a transparent manner which
takes proper account of all the
relevant circumstances.

The DFSA will deploy
whichever of its range of
financial and non-financial
measures that most
appropriately fit the
circumstances of the case.

When deciding whether to
impose a penalty and what
form that penalty will take, the
DFSA applies its policy in RPP
sections 6-2 and 6-3.

In deciding the appropriate
amount of any financial
penalty, the DFSA follows
a five-stage process that is
based on the three principles
of disgorgement, discipline and
deterrence as follows:

4.1 Disgorgement: A firm or
individual should not benefit
from any contravention;

4.2 Discipline: A firm or
individual should be penalised
for wrongdoing; and

4.3 Deterrence: Any penalty
imposed should deter the firm
and individual who committed
the contravention, and others,
from committing further or
similar contraventions.

The five stages involve
considering whether or not
disgorgement is appropriate,
the seriousness of the
misconduct, whether there
are mitigating or aggravating
factors, whether the proposed
penalty would be a sufficient
deterrent and whether the
action was concluded by way
of settlement.

While previous penalties
for similar conduct may be
a relevant consideration,
they are not determinative.
Further, if breaches suggest
that previous penalties were
not a sufficient deterrent, then
this may be reason to impose
a higher penalty to support
credible deterrence.

5. SETTLEMENT

When seeking to resolve
enforcement matters, the
DFSA's usual practice,
particularly for misconduct
where a fine is warranted, is
to make a settlement offer
and specify a period of time
within which the subject can
accept that offer and receive a
settlement discount (which is
usually 30 percent of the fine).

The DFSA also has the
power to accept Enforceable
Undertakings to address
concerns. The DFSA would
not normally accept an
Enforceable Undertaking as
an alternative to imposing
a financial penalty or other
sanction or restriction.
Enforceable Undertakings
are generally better suited to
restitution or remedial actions
that are not otherwise available
using the DFSA’s powers.

6. PUBLICITY

In the interests of
transparency, credible
deterrence and reassuring
users of the DIFC financial
services industry, the DFSA
generally publicises its
Enforcement actions. Doing
S0 also provides comfort
to those Authorised Firms
and individuals operating
in the DIFC in a compliant
manner. The DFSA will also
generally publicise Enforceable
Undertakings, though there
may be some (for example
those of purely remedial nature)
that the DFSA may not publish.
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GLOBAL ECONOMIC UPDATE

SOME ECONOMIC LESSONS

The size and scale of the
economic shock arising from
COVID-19 is unprecedented
in the context of the modern
economy. Unprecedented
contractions in economic
activity and employment,
rapidly expanding central
bank balance sheets and
sovereign debt and financial
market volatility in response to
COVID-19 have conspired to
create a heightened sense of
uncertainty about the future.
Rather than covering our
usual economic outlook, in
this article, we explore some
of the economic lessons
from the pandemic and their
implications.

IT'S HEALTH AND
THE ECONOMY, NOT
HEALTH OR THE
ECONOMY

Given the depth and
breadth of the downturn,
one is tempted to question
how it came to be that a
virus can wreak such havoc
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FROM THE PANDEMIC

on the modern economy. In
answering this question, it is
important to consider two key
properties of the COVID-19
virus — specifically, that it

is contagious and that its
consequences for health are
pronounced. Due to these
specific properties, there

are two types of economic
reaction that arise. The first
reaction is at the level of

the individual, whereby they
engage less in the types of
activities that may expose
them to the virus. As a result,
they dine out less, are less
likely to go to a cinema

or travel internationally, to
name a few such activities.
However, the population is not
homogenous and individuals
will vary in their assessment
of the risks associated

with various activities. As

a result, some individuals

will continue to engage in
activities that expose them to
the virus and risk spreading
the virus to others. This is
what economists refer to

as a negative externality,
whereby behaviour of an

g B =
ad - .

individual fails to take into
account the negative impact
of those around them. As a
consequence of this, various
restrictions on activity are
imposed by governments in
order to minimise this negative
externality, becoming a second
economic reaction that arises
from the pandemic.

This then leaves us with two
interacting features that cause
a decline in economic activity.
The first is the reduction in
activity arising from individuals
reducing activity in response to
their own risk assessments of
the virus. An extra reduction in
economic activity then arises
from the policy response.

A question then arises as

to which feature exerts the
greatest impact on economic
activity: individual behaviour
or government mandated
restrictions. Fortunately, a
data rich environment has
allowed economists to work
this out. One such paper

is that by Goolsbee and
Syverson (2020) , which used
mobile phone record data on
customer visits to more than

2.25 million businesses across
the United States. Given
varying levels of restrictions
imposed across counties

and states, the authors were
able to estimate the extent to
which risk aversion and policy
drove falls in customer visits.
Findings indicated that while
overall customer visits fell 60
per cent, legal restrictions
only account for around 7 per
cent of that. Similar results
have been found across

other studies, with broadly
similar orders of magnitude.
Empirical results such as these
seek to highlight a common
misconception that there
exists a trade-off between
health and the economy.
Given that the existence of the
pandemic influences behaviour
at the level of the individual, a
sustained economic recovery
is unlikely to occur until such
time as the pandemic itself

is brought under control. In
short, it’s the pandemic that
caused the recession, not the
response.
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THE IMPACTS ARE
DISPROPORTIONATE
AND ATYPICAL

As with any downturn,
the 2020 recession
disproportionately impacts
some segments of the
economy while leaving others
relatively intact. Much has
been written already about
how certain sectors are more
adversely affected and how
wealth inequality in advanced
economies has widened. One
element of how this recession
differs to others, however, is
the disproportionate impact
on women. Since the 1970s,
recessions have typically
impacted men’s employment
disproportionately, with the
term ‘mancession’ first used
to describe the phenomena
in 2009. In this recession —
dubbed a ‘shecession’ by
some economists —women’s
unemployment in the US rose
2.9 percentage points more
than men’s unemployment at
the peak of the pandemic. This
disproportionate impact arises
as the sectors most impacted
are ‘contact-intensive’ sectors
such as restaurants, where
females have a high share
of employment. A second
contributor is that, as schools
and day care centres shut
down, women tended to
provide the majority of
additional childcare, with many
then unable to work as a result.

So why does this matter?
Aside from the distributional
issues that arise, such as
the gender pay gap, the
‘shecession’ has a significant
impact at the level of the
household which can then
propagate across the broader
economy. This is because
of the impact that women'’s
labour supply plays as a form
of household insurance during
a typical recession. During such
a recession, women’s hours
worked increase following
the loss of a husband’s job,
with research suggesting an
increase of around 50% in
hours worked for affected
females . This mechanism
forms an important buffer for
many households during an
economic downturn. During the
pandemic-induced recession,
however, this mechanism

is weakened. This arises as
males are typically working
full-time already and in sectors
where demand for their labour
is unlikely to increase. As a
consequence, there exists

a further channel through
which household income

and, therefore, consumption
is impacted more than would
otherwise occur due to the
disproportionate effect of

the recession on female
employment.

FORECASTING
AMID EXTREME
UNCERTAINTY

Since the outbreak of the
pandemic, many economists
have sought to estimate its
economic effects, as well as
provide forecasts for what they
think a range of economic
and financial variables will do
over the next year or two.

This includes the IMF, who in
October forecast global output
to decline 4.4% in 2020,
before bouncing back 5.2%

in 2021. A debate has also
arisen as to what shape the
recovery will take, with various
letters (U, V, W, L, etc.) and
shapes (ticks, swooshes, etc.)
used to depict the expected
recovery. Yet forecasting output
growth to within one decimal
place, or the shape of the
economic recovery with any
degree of certainty, is near
impossible given the underlying
uncertainties. To highlight the
impossibility of forecasting

in the current environment,
consider the assumptions
required to generate a forecast
of economic output. A key
assumption feeding into any
economic forecasting model

is an expectation of how long
the pandemic will last. The
longer the pandemic lasts,

the more likely a degree of
voluntary social distancing will
persist in the community and
the more likely government
restrictions on activity will
remain. Economic recovery is,
therefore, dependent on the
path of future COVID-19 cases
and herein lies a key forecasting
problem: pandemics are highly
non-linear events. That is,

an output — such as the total
number of people infected —
responds in a disproportionate
manner to a change in inputs

such as the reproducibility rate
(the ‘RO’ figure). Many of the
inputs that account for the
number of cases are either
unknowable or subject to
measurement error and, when
coupled with this non-linearity,
imply disproportionately large
forecasting errors. Further
compounding this is that
some inputs, such as social
behaviour, can be influenced
by the forecasts themselves.
For example, official forecasts
of a large increase in the
number of cases can result

in individuals becoming more
cautious, thereby resulting
significantly lower-than-forecast
cases. One also needs to
factor in assumptions about
the progress on a vaccine,
when it will be available and
its efficacy. To summarise, this
single assumption about how
long the pandemic lasts is
near impossible to know with
any degree of certainty given
current information, yet the path
of economic growth is highly
reliant upon this assumption.

Once making an assumption
about how long the pandemic
lasts, one then needs to
consider how economic
agents will react to an event
which has no precedent in the
modern globalised economy.
For example, will consumers
become more cautious and
increase savings rates long
after the pandemic is over?
Another unknown to consider
is whether working-from-home
has become more normalised
and whether this leads to
adjustment costs in some
sectors of the economy or
whether the pandemic leads to
more onshoring resulting in less
global trade. As a consequence
of these possible scenarios
and many others that may
arise from the pandemic, it is
important to emphasise that
the uncertainty surrounding the
future path of economic growth
is vastly more elevated than
usual. Economic forecasters
themselves acknowledge
this, with the IMF’s World
Economic Outlook Update
noting the unusual levels of
uncertainty surrounding the
accompanying forecasts. This
is also emphasised by many
economists who produce
forecasts of the economy, such

as at central banks and various
private sector forecasters.

This is not to suggest that
forecasting is pointless, as
it provides insight into how
economists think various
dynamics will play out under
different assumptions. In
addition, understanding what
they think key risks are to
the economy can also be a
useful source of information.
Nonetheless, given extreme
uncertainty arising from the
pandemic, resilience and
adaptability are never more
important. The economy may
recover earlier-than-expected
or much later, the fact is we
just don’t know. It is, therefore,
important to be able to respond
to and deal with a wide range
of possible scenarios over
the next year or two rather
than being overly reliant on a
forecast worldview generated
under a very specific set of
assumptions.

“HOW IT CAME
TO BE THAT

A VIRUS CAN
WREAK SUCH
HAVOC ON
THE MODERN
ECONOMY. IN
ANSWERING
THIS
QUESTION, IT
IS IMPORTANT
TO CONSIDER
TWO KEY
PROPERTIES
OF THE
COVID-19
VIRUS.”
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ACTIVITY OVERVIEW

he number of Authorised Firms

(Fig 1) in the DIFC continued

to grow in 2020, despite

the challenges posed by the
global Covid-19 pandemic. The growth
trend witnessed over the past five years
continued for another year (Fig 2).

The number of Authorised Firms
increased across different sectors
of the financial service industry, with
Wealth Management and Arranging and
Advising forming the largest sectors in the
Centre (Fig 5). The Banking sector also
continued to grow.

In addition to the Authorised Firms,
the DFSA has oversight of 105 DNFBPs,
17 Registered Auditors, 58 Recognised
Members, 30 Reporting Entities and two
Authorised Market Institutions (Fig 6).

Activities in the Centre continue to
boost regional trade and contribute to
the UAE’s economic success. Entities
from the United States, United Kingdom
and Asia Pacific continue to have a
strong presence in the DIFC, connecting
markets in the East and West. The DIFC
strengthened further its position as the
leading hub for financial service activities
in the region and among the top financial
centres globally.

FIG 1: AUTHORISED
FIRMS BY LEGAL STATUS
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/

Start-up: 171
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Subsidiary: 124
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Branch/ Rep office: 167

Rep office: 158

2015 2020

* As of October 31, 2019

FIG 2: NET TOTAL
LICENSED FIRMS

i

2017 2018 2019 2020*

* As of October 31, 2020

FIG 3: AUTHORISED FIRMS
BY ORIGIN 2020
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FIG 4: AUTHORISED FIRMS
BY ORIGIN 2015
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FIG 5: AUTHORISED FIRMS
BY TYPE OF BUSINESS MODEL
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FIG 6: NUMBER OF
REGULATED ENTITIES

AF = Authorised Firms
AMI = Authorised

Market Institution
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Non-Financial Businesses
and Professionals

RA = Registered Auditors
RE = Reporting Entity

RM = Recognised Member
RB = Recognised Bodies

* As of December 31, 2019
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OUR INTERNATIONAL AND REGIONAL
ENGAGEMENT

The DFSA has, from its
inception, been an active
member and keen participant
in the work of the world’s key
financial standard-setters.
Since the pandemic, while
some mandates were delayed
and others deferred, much of
the work has continued with
a number of the committees
and working groups meeting
more intensely than in
pre-pandemic days.

Having met them regularly
and in person over the
last few years, the DFSA
Chairman has been able to
continue his interaction during
the pandemic, by calling
fellow Chairs of other leading
central banks and regulatory
authorities; as well as a
number of the global Chairs of
our banks and firms.

[OSCO ENHANCED MULTILATERAL
MEMORANDUM OF UNDERSTANDING

On 28 January 2020, the
DFSA was accepted as
a signatory to the IOSCO
Enhanced Multilateral
Memorandum of
Understanding (Enhanced
MMoU). In June 2006
the DFSA had become a

signatory to the MMoU - a
framework for consultation,
cooperation and exchange of
information between securities
regulators throughout

the world. Increasing
globalisation, connectedness
and technology required that

further powers be available to
assist fellow regulators and,
in a rigorous assessment,

the DFSA satisfied IOSCO
that it could obtain and share
audit working papers, compel
physical attendance for
testimony, and freeze assets

on behalf of other signatories.
In signing the Enhanced
MMoU, the DFSA became the
first regulator in Africa and the
Middle East and only the third
regulator from I0SCQO’s 111
emerging market jurisdictions
to be admitted.

[SLE OF MAN FINANCIAL SERVICES
AUTHORITY

On 2 March 2020, the
DFSA and the Isle of Man
Financial Services Authority
(IOMFSA) signed a new

MoU, replacing two previous
agreements signed in
February 2005 with the

two regulatory bodies since

replaced by the IOMFSA.
Those two MoUs were

the first ones signed in the
history of the DFSA and mark

the continuing confidence
and respect between the
regulators of the two financial
centres.

WORLD INVESTOR WEEK 2020

In the second week of
October, the DFSA, led by
the federal regulator, the
Securities and Commodities
Authority (SCA), joined

ADGM and four of the UAE’s
exchanges in participating

in events held by IOSCO as

part of World Investor Week
2020. The events aimed to

promote financial literacy
among investors, highlight
the importance of financial
planning in making informed
investment decisions, and

facilitate discussions on the
impacts of COVID-19 on
financial markets across the
globe.
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LAW AND RULEBOOK
AMENDMENTS

m On 1 January 2020, the DFSA
published the following miscellaneous
amendments to the DFSA Rulebook:

e Rule-Making Instrument No.

241 of 2019 amended the
General Module (GEN);

e Rule-Making Instrument No. 259
of 2019 amended the Conduct
of Business Module (COB)

m On 14 January 2020, the Regulatory
Law 2004, administered by the DFSA,
was amended by the Regulatory Law
Amendment Law No 2, DIFC Law No
3 of 2020. This amendment related
to the introduction of Employee
Money Purchase Schemes in the
DIFC. On the same date, the DFSA
published Rule-Making instruments
260-265, amending the following
Modules of the DFSA Rulebook:

e General Module (GEN)

e Conduct of Business Module (COB)

e Glossary Module (GLO)

e Prudential — Investment, Insurance
Intermediation and Banking
Business Module (PIB)

e Fees Module (FER)

e Collective Investment Rules (CIR)

m On 16 February 2020, the Regulatory
Law 2004 was further amended by

the Regulatory Law Amendment

Law, DIFC Law No 2 of 2020. The
amendments gave effect to the
DFSA’s proposals in CP 126 relating
to decision-making and publication of
Decision Notices referred to the FMT
and proposals in CP 127 to enable the
DFSA to hold a regulatory reserve.

m On 5 March 2020, the DFSA
published the following amendments
which amended the DFSA’'s Money
Services regime, introduced an SME
Listing regime, and made a number

of miscellaneous amendments to
DFSA Rules. Rule-Making instruments
266-277 amended the following
Modules of the DFSA Rulebook, which
came into effect on 1 April 2020:

e General Module (GEN)

e Conduct of Business Module (COB)

e Fees Module (FER)

e Glossary Module (GLO)

e Prudential — Investment, Insurance
Intermediation and Banking
Business Module (PIB)

e Anti-Money Laundering,
Counter-Terrorist Financing and
Sanctions Module (AML)

e Auditor Module (AUD)

e Markets Rules (MKT)

CONSULTATION PAPERS

CP 130 - MISCELLANEOUS
Consultation Paper No.130 proposed
miscellaneous changes, including
to allow industry and professional
associations to be classified as
Assessed Professional Clients, to clarify
what types of clients Firms can Arrange
and Advise on Credit for, to certain
borrowing limits in CIR and IFR and the
DFSA's Financial Promotions regime
in GEN 3.4 regarding Employee Share
Schemes. CP 130 also proposed minor
amendments to the Markets Law, the
Regulatory Law, various parts of the
DFSA Rulebook in respect of references
to the revised DIFC companies’ regime.
CP130 also proposed miscellaneous
changes to CIR, COB and PIB and
updates to the Regulatory Law and AML
to reflect an updated Federal AML Law.

CP 131 - RECOVERY

& RESOLUTION
Consultation Paper No. 131 set

out proposals on enhancements
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to the existing early intervention
framework and on the new recovery
and resolution regime in the DIFC.

The proposed framework covers a
number of tools allowing the DFSA to
improve on the measures employed

in heightened supervision of firms
considered as ‘weak’ coupled with
robust recovery and resolution planning.

CP 132 - LARGE EXPOSURES
Consultation Paper No. 132 set out
proposals to update the DFSA Large
Exposure (LE) rules in line with the Basel
Committee for Banking Supervision
(BCBS) LE standard (the LE standard),
issued in 2014, which came into force
in 2019. Some of the proposals to
make changes to the DFSA's LE rules to
reflect the BCBS LE standard include:
« using Tier 1 Capital to measure and set
limits for LE, instead of total Capital;
« set lower LE limits for inter-G-
SIBs exposures at 15% to address
interconnectedness;

e |slamic Finance Rules (IFR)

e Collective Investment Rules
(CIR) (Rule-Making Instrument
No. 255 of 2019)

e Takeover Rules Module (TKO)

e Prudential — Insurance
Business Module (PIN)

SOURCEBOOK AMENDMENTS
m On 16 January 2020, the following
DFSA forms were updated:
e AUT CORE Applying for Authorisation
- Core Information Form
e SUP4 Application to vary a Licence
e AUT EMPS Applying for
Authorisation — Employee Money
Purchase Scheme Supplement
m On 22 January 2020, the following
DFSA form was updated:
e AUD7 Annual Information Return

WAIVER / MODIFICATION
NOTICES

195 waiver/modification notices issued
from 1 January to 31 October 2020

« give the DFSA the power to set lower
LE limits for D-SIBs and subsidiaries of
G-SIBs;

« more detailed criteria for determining
Economic Interdependence and
Effective Control, and;

« introduce a 10% floor for Credit
Conversion Factors (CCF) when used to
measure LE;

CP 133 - VENTURE CAPITAL
Consultation Paper No. 133 set out
proposals to support one element of the
Future of Finance strategy developed
by DIFCA, which sees venture capital
business as a key driver to fuel
economic growth in the Centre and
the wider UAE. The primary focus of
these proposals is to facilitate access
to capital for small and medium sized
businesses, at the growth stage of
their development, while providing an
adequate level of protection to those
investing in a Venture Capital Fund.
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